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RS232 and RS485 connection on LR140

RS485A

19}SOWOM

RS485B

ES104

LoRa Windows Utility

) LoRa Utiity V1.2.0 - X
Device Tools
COM: |COM3 v Model Name: |LR140-900 Disconnect]

Serial LoRaWan 10 RF RTU
ABP Configuration Table

O Enable

Dev_addr [ | Read Write
Nwks_key: [ | Read Write
Apps_key: [ ] Read Write
OTAA Configuration Table

© Enable

Dev_eui: (3238333578 38 5A 06 | Read Write
App_eti [7083 D5 7E D0 01 D6 51 | Read Write
App_key. [181A24 00 DE 05 1C B1 68 1C 89 22 60 50 01 Read Write

OK!




RTU settings on LR140

2 LoRa Utility V1.3.0 - %

Device. Tooks RTU -> RTU Parameters -> Enter Sensor Slave ID, Address
COM [COM3 -] ModelName: [LR140-900 | , Length -> Add

Serial _LoRaWan /O __RF RTU

RTU Parameters | RTU Name Modbus Slave ID  StartAddress  Length

o Esioe 1 oot 5 Example: ES104, Slave ID :1, Address(PLC):501
Address(PLC): .

o , Length: 5

Add

Timestamp:  [2000-01-03 08:04:43 38— | Check | Set
[ comomime = o | Select Countdown Time -> 1 minutes -> set

O Schedule Time:

20100 H0200 H03:00 H0400 H0500 & 06:00 (Set LR140 every 1 minute to Send RTU data to
©07:00 0800 0900 H10:00 B11:00 & 1200
1300 21400 B1500 1600 B1700 & 1800 LORaWAN)

19:00 20:00 21:00 22:00 23.00 00:00

Check Set

meval [ ]s | Check || Sel

Clear Reload

ES5104 Modbus Register Information

Default Parameters Register Add. PLC Add.
slave ID Function (HEX ! DEC) {(Modbus Add.)
Device ID Storage Add. ~ O7DOH/2000 2001 (42001)  RAV, Range:1~254
Serial Baud Rate Add. 07D1H/ 2001 2002 (42002) %65%?;}0%1 e
1 Humidity 01F4H 500 501(40501)  R/O, RealValue = ReadValue /10
1 Temperature 01F5H/ 501 502(40502)  RIO, RealValue = ReadValue /10
1 PM2.5 01FTH/ 503 504(40504)  RIO, RealValue = ReadValue
1 PM10 01FBHI 504 505(40505)  RIO, RealValue = ReadValug

WoM



LoRaWAN settings on LR140

2] LoRa Utility V1.3.0
Device Tools
COM: [COM3 | Model Name:
Serial LoRaWan IO RF RTU
ABP Configuration Table
O Enable
Dev_addr |
Nwks_key: |
Apps_key: |
OTAA Configuration Table
@® Enable
Dev_eui: [3238 3335 7B 38 5A 06 |
App_eui [70B3 D5 7E DO 01 D6 51 |
App_key: ‘181A2400DE051CB‘1 GBWCBQZZGOSOOW‘
OK!

Read

Read

Read

Read

Read

Read

Write

Wiite

Wiite

Wiite

Wiite

Wiite

Disconneci]
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Get LoRaWAN node deveui and appkey for OTAA join

Select OTAA Enable

Join to LoRaWAN Server by OTAA (over th air)

Disconnect USB and repowering, the LR140 will auto join
LoRaWAN gateway and auto send LoRaWAN packet in a period



Add LR140 Device Info to WR322-EC

Home = LoRaWAN Server > Application

« http://host:8088/index.asp General  Appicaton

 LoRaWAN Server-> Device List
Application-> Devices -> add |

DeVice Name Device EUI Mode Description Profile Last Seen At Actions

° Pa Ste the DeVE U | -> S u b m |t LR140 3238333570385a06 ABP LR140 Defaul  nul Activation | "Dl

« LoRaWAN Server->
Application-> Devices ->
Activation, Select Join mode to

OTAA, paste Application key ->
S u b m |t Device Name

Home > LoRaWAN Server > Application

General Application

Device Configuration

Device Description |LR140

2] LoRa Utility V1.3.0 - x
Device Tools Device Profiles Default v
COM: [COM3 | Model Name: [LR140-900 Disconnect Device EUI 32 38 33 35 7b 38 53 06

Serial LoRaWan U0 RF RTU W

ABP Configuration Table

O Enable pe
Home = LoRaWAN Server > Application

Dev_addr: \ \ Read Writ General Application
Nwks_key: ‘ | Read Write Device Activation
Apps_key: \ \ Write
Device EUI
OTAA Configuration Table Join Mode OTAA v
@® Enable Device Address
Dev_eui [32 38 33 35 7B 38 5A 06 | Read Wiite Network Session Key
App_eui: [70 B3 D5 7E D0 01 D6 51 | Read Write Application Session Key
App_key: [18 1A 24 00 DE 05 1C B1 68 1C 892260 50 01| Read | Write I ‘) Application Key 38 18 12 24 00 de 05 1c b1 68 1c 89 22 60 50 01 \

(We—y
OKl1
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Display LR140 data on WR322-EC

Connect to
http://host:8088/index.asp -
> Application/Device
List/Last seen at

Connect to http://host:8080
(username/passwd.
admin/admin)-> Gateway ->
WR322-EC -> Live LoRaWAN
Frames. You can see WR322-
EC received data through
LoraWan

Home > LoRaWAN Server > Application

General Application

Device List

Join

Name Device EUI Mode

Description Profile Actions
LR140 323833357h385a05  OTAA LR140 Default 2021-01-05T05:06:29 E E

Gateways / WR322-EC-LORAWAN-default

UPLINK 10:44:01 AM UncenfirmedDataUp
UPLINK 10:43:50 AM UnconfirmedDataUp
DOWNLINK 10:43:42 AM JoinAccept
UPLINK 10:43:41 AM JoinRequest
UPLINK 10:43:16 AM UnconfirmedDataUp

@ DELETE
IVE LORAWAN FRAMES

(@ HEeLP 1l PAUSE & DOWNLOAD B CLEAR
003492ce v
003492ce v
v
323833357b385a06 v
00c2f009 v

[ R N



Open Node-RED on WR322-EC

« Open the node-red on your
browser: http://<EC Series IP
Address>:1880

« For example:
http://192.168.1.1:1880

« And you will directly see the
default flow for LoRaWAN

LR140 and ES104/ES101-WS
sensor

LoRaWAN LR140

LoRaWAN LR140

msg.payload

uuuuu
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Edit MQTT input for LoORaWAN server

Edit mqgtt node

Edit Topic
"application/[ApplicationID]/device/
[DevEUI]/#" to get device data

Example:
application/1/device/323833357b385
a06/#

Click "Deploy” to apply settings

Flow 1 LoRaWAN LR140

MQTT Input

application/1/device/323833357b385a06/#

@ connected

Application List

ID ame Description

R322-EC-

oRaWAN WR322-EC-LoRaWAN

Device List

: Join e
Name Device EUI Mode Description

LR140 3A3833357h385a06 OTAA LR140

Edit mqtt in node

v node properties

@ Server localhost{§83
Y ms@i £ Topic application/1/device/323833357b385a06/#%

® QoS 2 v

W Name

Profile

Default

Last Seen At

2021-01-06T05:15:29
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Display Sensor ES104 data by Node-RED

View -> Debug Message

It will display LR140 mqtt
data and ES104 decoded
data

The ES104 decoded data will
be
{"Humidity":58.8,"Temperatur
e":21,"PM2_5":4,"PM10":4}

oRaWAN LR140

Show sidebar View

Import

Debug messages
msg.payload Export

Search flows

CDnﬁguratiOH nodes
mg.pﬂybad Flows
Subflows

-

{"applicationID":"1","applicationMNan

LoRaWAN" , "deviceName": "LR14a", "devELl
4 "gatewayID": " aa555a0035990180" , "ug
46b-49d2-a%fe-
J— cB12 Szea”, "name” :"WRI22-EC-
msg_payload msg_payload 55::_:'48[:&:.,., ,'name™ i "WR3I22-EC
MQTT Input default”,"rssi”:-1,"1loRaSNR":6.5, " 1c
{"latitude":@,"longitude":@, "altituc
application/1/device/323833357b385a06/# | ES104 Sensor Decoder {"frequency”:867509208, "dr": 8}, "adr’
OTA MQT 11125 T&=3 nod
17424 892945
vi/devices/me/teler lication/1/devi 2
msg.payload j
{ Humidity: 54.8, Temperaturs:
ThingshMasti 23,2, PM2_5: 6, PM1a: 7 }
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Display Sensor ES101-WS data by Node-RED

LoRa Utility V1.3.0 - X
Device Tools
Replace Sensor E514O to COM: [COM3 | Model Name: [LR140-900 | Disconnect
Serial LoRaWan O RF RTU
E S 1 O 1 - W S RTU Parameters RTU Name Modbus Slave D~ StartAddress  Length
RTU Name : ES101-WS 1 1 1
. Slave ID:
Disconnect MQTT Input and
Length: Add
E S 1 04 n O d e Timestamp: Check Set
® Countdown Time [ Jmin Check Set
C t M TT I t d O Schedule Time
Onnec Q npu an F0100 B0200 H10300 H0400 H0500 0600
07:00 0800 0900 H10:00 &12:00
EES;:L():l \/\/5; r]()(jee 213.00 21400 H1500 H16:00 18:00
21900 ©2000 2100 @2200 M2300 ©0000
The ES101-WS decoded data
. n . n Interval: o s Check Set
will be {"WindSpeed":58.4}
LoRaWAN LR140 S i debug b3

msg.payload E

MQTT Input

application/1/device/323833357b385a06/# ES104 Sensor Decoder

ES101-WS Sensor Decoder

msg. ]
OTA MQTTS Client
v1idevices/meltelemetry
connecting
megpayload

2021/1/6 T54:44:33 node: ef48eais 2273a8
application/1/device/323833357b385a06/mx

msg.payload - string[426]

»"lengitud

1867100000, "

2021/1/6 FF4:44
application/1/devi
msg.payload : O

» { WindSpeed: 58.4 ]

T all nodes @




LR140 payload format and decoder

ES104 Medbus Register Information

LR140 upstream payload Format: slavelD P Hincton TREXTOEC) | (Modbue Add) |
Device ID Storage Add. ~ 07D0HM/2000  2001(42001)  RA, Range-254
0x0485 0x0485 Time Sensor Name Serial Baud Rate Add 07DTHI2001  2002(42002) %65%3(55:0%11(43001
(2byte) (2byte) (7 byte) (8 byte) 1 Humidity 01F4H/ 500 501(40501)  RIO, RealValue = Read Value 10
1 Temperature 01F5H/ 501 502(40502) RIO, Real Value = Read Value 10
1 P25 01F7H/ 503 504(40504)  RIO, RealValue = ReadValue
Modbus ID Reg addr Regnum Regval(Reg ... Regval(Reg Oxaa 1 P10 01F8HI 504 505(40505)  RYO, RealValue = ReadValue
(1 byte) (2 byte) (1 byte) num*2 byte) num*2 byte) (1byte)
You will see LR140 data encode by base64 data":
Example: Edit function node
“BIUEhRQMHgMHMgBFUZEWNAAAAAHIAQUeAtIASWEFAAYAGE==" -
Convert base64 to Hex: ~ node properties
04850485 140cle 03 073200 4553313034000000 01 f501 05 1e02
d200 b301 0500 0600 aa ¥ tame
ensor Decoder &~
Sensor Name: “4553313034000000” -> “ES104” -
Modbus ID: 01 procen :
Reg addr: “f501” -> 0x01f5 = 501 2- function Es1e4_Decode( ) {
3 var t =@, h =@, pm25 = 8, pmle = &;

Reg num: 05 : var mid = g;

var reg,
Reg 1 value: “1e02” -> 0x021e = 542 -> Humidity: 54.2 : var num;
Reg 2 value: “d200” -> 0x00d2 = 210 -> Temperature: 21. B il o) 8 (oyresli] - o) 8

ytes == && (bytes ==
Reg 4 value: “0500” -> 0x0005 =5 ->PM2.5: 5 L —
num = bytes ; Reg num
Reg 5 value: “0600” -> 0x0006 = 6 -> PM10: 6 nid - ovtestiol; S
reg = bytes * + bytes : Reg addr

if(num == 5)

{

if({reg == )
You can add decoder for other sensors by copy the Do sl © byres[22];
“ES104 Sensor Decoder” and modify it. Lol - brreslals
pm25 - h;rtes[ ] + bytes[29];
24 pml@ = bytes[32] * + bytes[31];
25 return {"Humidity":h, "Temperature“:t, "PM2_5":pm25, "PM1@":pml@}
26+ 1
27 ]

WOM 28 élse if(num == 1) e
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OTA integration (Optional)

Connect "ES104 Sensor
Decoder” to OTA "mqtt
out node”

Edit the mqtt out node
Edit the mqtt-broker node

Fill in Server IP Port, and
enable the (SSL/TLS)
connection

msg payload
msg.payl
ES104 S
OTA MQTTS Client
1/devi ‘telemetry
Edit mqtt-broker node

W Name o4

Connec tion it Message:
@ Server 61.219.164.189 Port 8883

Enable secure (SSL/TLS) connection

TLS Configuration = TLS configuration
% Client ID
@ Keep alive time (s) 50 Use clean session

Use legacy MQTT 3.1 support

Edit mqtt out node

Q server
= Topic
& Qos

¥ Name

Tip: Leave topic,
properties.

~ node properties

(=)



OTA integration (cont.)

Edit mqtt-broker node

« The Username in the Security
tab should be set to the
ACCESS TOKEN copy from
OTA device details

« Upload the MQTTS -
Certificate and press Update

«  The MQTT client will show

" " . . I corY DEVICE ID
connected” if it connect

to the OTA server

ALARMS EVENTS

DETAILS ATTRIBUTES LATEST TELEMETRY

MANAGE CREDENTIALS DELETE DE!

Edit tis-config node

[JUse key and certificates from local files

[ Certificate A mgitserver.cer
[3 Private Key XU
Passphrase
, " CA Cerificate X Upload
OTA MQTTS Glient B CA Cetifca

[ Verify server certificate

— vi1/devices/meftelemetry
@ connected

WOM eoe
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Display data from LR140 to OTA

OTA -> Device -> LASTEST

TELEM

OTA -> dashboard

™ ThingsMaster B3 Dashboards >

A HOME Meter

<) RULE CHAINS
22 PROJECTS

il AsseTs

{8 DEVICES

B2 WIDGETS LIBRARY
23 DASHBOARDS

@ avoirLoGs

o

.0

[N

o
5)

X
- =

o

55 LoRaWAN

100

o
-'
=l
=

WR322-EC

Device details

DETAILS ATTRIBUTES LATEST TELEMETRY

Latest telemetry

Last update time \],
2021-01-06 13:56:47
2021-01-06 13:56:47

2021-01-06 13:56:47

Ooo0oogoao

2021-01-06 13:56:47

LoRaWAN ~

PM2.5
Crir
= LI
HH UG/M3 1000

ALARMS

Huridity

PM10

PM2.5

Temperature

@

o

(0 LR140 @ Realtime - last minute




ThingsMaster integration (Optional)

Edit mgtt out node

« Connect “ES104 Sensor (o)
Decoder” to
ThingsMaster "mqtt out

msg.payload msg.payload = Topic magqtt/demo2

n
n O d e \ @ Qos 0 ~ | DReiain

ES104 Sensor Decoder

OTA MQTTS Client

. Ed it th e m qtt O ut n Od e Vi/devices/meltelemetry T

Tip: Leave topic, qos or retain blank if you want to set them via msg

« Edit the mqtt-broker node

« Fillin Server IP. Port, and
enable the (SSL/TLS) Edit mqtt-broker node
connection

¥ Name ThingsMasterViv|
Connection Security Messages
@ Server 192.168.0.166 Port 8883

Enable secure (SSL/TLS) connection

TLS Configuration | TLS configuration v | &
% Client ID test
Keep alive time (s) | 60 Use clean session

Use legacy MQTT 3.1 support

WOM eoe



ThingsMaster integration (cont.)

« Upload the MQTTS e
Certificate and press Update g

« The MQTT client will show
“connected” if it connect

[J Use key and certificates from local files

. [3 certificate & Upload |ca.crt
to the ThingsMasterserver _
[E Private Key & Upload
Passphrase
B CA Certificate X Upload

[ Verify server certificate

£ Server Name

% Name

Thingshiaster MQTT Client

— mgtt/demo2
@ connected |

WQM oo
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Display data from LR140 to ThingsMaster

3:13:46 PM

Wind Rose

8 ug/im3 | (W 23°c



