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About This Manual

This user manual is intended to guide a professional installer to install and to configure the WoMaster
Industrial Secured and Rugged LTE Serial Router. It includes procedures to assist you in avoiding
unforeseen problems.

NOTE:

Only qualified and trained personnel should be involved with installation, inspection, and repairs of this
router.

Disclaimer

WoMaster reserves the right to make changes to this Manual or to the product hardware at any time without notice.
Information provided here is intended to be accurate and reliable. However, it might not cover all details and
variations in the equipment and does not claim to provide for every possible contingency met in the process of
installation, operation, or maintenance. Should further information be required or should particular problem arise
which are not covered sufficiently for the user’s purposes, the matter should be referred to WoMaster. Users must be
aware that updates and amendments will be made from time to time to add new information and/or correct
possible unintentional technical or typographical mistakes. It is the user’s responsibility to determine whether there
have been any such updates or amendments of the Manual. WoMaster assumes no responsibility for its use by the
third parties.

WoMaster Online Technical Services

At WoMaster, you can use the online service forms to request the support. The submitted forms are stored in server
for WoMaster team member to assign tasks and monitor the status of your service. Please feel free to write
to help@womaster.eu if you encounter any problems.
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SAFETY PRECAUTION

Statement regarding restricted access: &The equipment is intended to be used in a restricted access
location. Access should only be given to skilled person or instructed person who has been instructed in the

operation of the equipment.

Only operate the device at the specified ambient temperature and humidity.

High temperature warning: When the router is operating, especially when the PoE power is supplied, it must
be Noted that the temperature of the metal surface is very hot.
Power Specification: Follow the power installing instruction of the user manual, it indicates the available input

voltage range, V+/V- pin assignment, power consumption and other notice.

' Connecting power with reverse polarity or using the wrong type of power supply may
damage the equipment. Make sure that the power supply is connected correctly and of
the recommended type.

Switch ON Notice: Only switch on the supply voltage while the housing is closed, the input voltage is correct
and the terminal blocks are wired correctly.

Wiring: The connection cables used are permitted for the specified electronic voltage, current, wire diameter
and temperature range. The quality of the RJ45 connector is also very important. In harsh environment, inferior
quality RJ45 plug may also cause damage, short or even machine/PD damage.

Grounding: The well grounding is important for EMC protection and make sure everything is done correctly
before power on the system. To avoid system damage, the equipment should be connected to ground.

NOT allow to open the housing: Only technicians authorized by the manufacturer are permitted to open the

housing.

A\

Mounting: The equipment is only suitable for mounting at height =2m.

SIM: *® Ensure that the SIM card is installed correctly to avoid damage to the SIM card or the router.

SIM: A

before power is reapplied.

Caution: Disconnect power before removing the SIM cover. The SIM cover must be mounted again

Be notice the maximum power consumption of the product, it is NOT allowed to connect over the

specification.



1. INTRODUCTION

1.1 OVERVIEW

New industrial high-performance router WR315GR-2C Series with dual-core 880MHz CPU has
a M2 expansion socket for 5GNR Cellular as well as 4G LTE, 3G/2G networks. One Gigabit WAN

port and four Gigabit LAN ports provide switch functions as well as WAN redundancy upon cellular

networks. Security features such as Firewall, OpenVPN, are supported to safeguard cybersecurity.

The embedded MQTTS, CoAP and RESTful API enables instant public cloud integration such as

AWS or Azure.

The ThingsMaster OTA can also be set up for an instant and secured access to

receive data or manage devices remotely.

Model Name Description

WR315GR-M2-2C

Industrial Secure Router, Dual Core, 5GbE, 1 Relay, 2SIM, 1x Expansion M2 socket

WM-5GNR-M2-EU Kit

Expansion 5GNR M2 Module Kit, 5GNR-EU Module, Heat Sink and Pad, 4xAntennas

WM-5GNR-M2Q-GL Kit

Expansion 5GNR M2 Module Kit, 5GNR-GL Module, Heat Sink and Pad, 4xAntennas

WR315GR-2C-5GM2-EU
(WR315GR-M2-2C+WM-5GNR-M2-EU

Kit)

Industrial Secure Router, Dual Core, 5GbE, 1 Relay, 2SIM, M2 socket with 5GNR-EU module

kit (*choose one by region)

WR315GR-2C-5GM2-GL
(WR315GR-M2-2C+WM-5GNR-M2Q-GL

Kit)

Industrial Secure Router, Dual Core, 5GbE, 1 Relay, 2SIM, M2 socket with 5GNR-GL module

kit (*choose one by region)

WR315GR-2C-LTE6-(Region)

Industrial Secure Router, Dual Core, 5GbE, 1 Relay, 2SIM, LTE6-(Region)

8GSD-preinstall

Industrial 8G SD card, pre-installed inside the housing
*The micro SD socket is reserved inside the housing, SD card can be pre-installed according

to the order. Please contact our sales.

5GNR/LTE Frequency/Bands:
*choose one by region: For other frequency bands not listed, please inquire with our sales.

The datasheet list the available 5GNR/4G LTE module/region.

Cellular Module

Frequency/Band Info

5GNR-EU

5G NR NSA/SA: 700M/3500MHz compliance (n1/n3/n7/n8/n20/n28/n41/n77/n78 by module)
LTE FDD: B1/B2/B3/B4/B5/B7/B8/B20/B28/B32

LTE TDD: B38/B40/B41/B42

WCDMA: B1/B3/B5/B6/B8

GSM/GPRS/EDGE: 900/1800/850/1900MHz

GNSS L1+L5 GPS/GLONASS/BeiDou(Compass)/Galileo
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*For other frequency bands not listed, please inquire with our sales.

5GNR-GL

(By Request)

5G NR NSA: n41/n77/n78/n79

5G NR SA: n1/n2/n3/n5/n7/n8/n12/n20/n28/n38/n40/n41/n48*/n66/n71/n77/n78/n79

LTE FDD
B1/B2/B3/B4/B5/B7/B8/B12/B13/B14/B17/B18/B19/B20/B25/B26/B28/B29/B30/B32/B66/B71
LTE TDD B34/B38/39/B40/B41/B42/B48

LTE LAA B46

WCDMA B1/B2/B3/B4/B5/B6/B8/B19

GNSS GP/GLONASS/BeiDou(Compass)/Galileo

Band Information: LTE6-E

(By Request)

LTE Cat.6, M.2 form factor
LTE-FDD: B1/B3/B5/B7/B8/B20/B28/B32*
LTE-TDD: B38/B40/B41

WCDMA: B1/B3/B5/B8

Band Information: LTE6-A

(By Request)

LTE Cat.6, M.2 form factor
LTE-FDD: B2/B4/B5/B7/B12/B13/B25/B26/B29*/B30/B66
LTE-TDD: B40/B41

WCDMA: B2/B4/B5

Band Information: LTE-EAU

(By Request)

LTE Cat.4, M.2 form factor
LTE: FDD B1/B3/B7/B8/B20/B28
LTE: TDD B38/B40/B41

WCDMA: FDD B1/B8, GSM: B3/B8

© WoMaster Inc. All rights reserved. Specifications are subject to change without notice. Please ask our sales for the most up-to-date

product information.




1.2 MAJOR FEATURES

Below are the major features of WR315GR-2C Series:

Dual Core High Speed Processor

5 x 100/1000MBase-T RJ45, Auto Negotiation, supports routing or bridging mode

Extended M2 socket for 5G New Radio, SA+NSA, backward compatible support high speed 4G LTE
5GNR/4G/3G/2G full cellular network compatibility

GNSS Support GPS/GLONASS/BDS/Galileo for location services

Supports Dual SIM & Compliant with the eUICC international standard published by GSMA
Reserved SD card inside the device which can store application programs or diagnostic log file.*
Supports Dying gasp alarm while power failure

Supports Watchdog, Ping watchdog, Periodic/schedule Reboot, IPv4, SNMP v1/v2c/v3/Trap, Private MIB, DHCP
server/client, DDNS, System Log, SD card configuration...etc.

Cellular Configuration: Radio on/off, 4G LTE/3G HSPA Configuration, Dual SIM Standby setting, SIM Security,
Connection Status, Cellular diagnostic, SMS Remote management

Wireless redundancy: WAN/LTE Redundancy includes Eth-WAN Ping Tracking,

Advanced Security system by OpenVPN, IPsec, L2TP, DMVPN, Firewall, IP/Port Filter, MAC ACL, NAT, DMZ, Port
Forwarding between LAN/WAN, TLS, SSH/HTTPs, First login password management, MAC filtering, Ethernet
port enable/disable...

Event Notifications through E-mail, SNMP trap, SysLog and Digital/Relay Output
Web, SNMP for network Management, Telnet CLI for diagnostic

Steel Metal Housing and aluminum heat sinks inside for heat dissipation

Wide range operating temperature -40~70°C

Typical 24V (9-48V) power input

IP30 ingress protection



2. HARDWARE INSTALLATION

This chapter introduces hardware and contains information on installation and configuration procedures.

2.1 HARDWARE DIMENSION

Dimensions of WR315G-2C: 50 x 151 x 120 (W x H x D) / without DIN Rail Clip

Top

50 120
a A A B a
(o] q ® ® s o

i

IS
l oI ® o o
ol A e ® 1 :.
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Front Panel Layout

The front panel from WR315GR routers include 5 ports Giga Ethernet (100/1000 Base-T, RJ45), System + Ethernet +

Radio LEDs, Reset button, 1 x 6-pin terminal block connector (4 pin for power inputs and 2 pin for Relay Output) and

1 chassis grounding screw on bottom side. There are 5 SMA antenna sockets, 5GNR connection usually requires 4

antennas, 4G LTE connection usually requires 2 antennas and one is reserved for GPS/GNSS. On the rear side of the

device, there is DIN rail clip attached.

SMA Antenna socket

= Ant 1/2/3/4: 5GNR

= Ant 1/2: 4G LTE

= Ant 5: GNSS(By request)

System LED
= 1% Power/System/DO
= 4 % Radio Status

Reset Button

Gigabit Ethernet

* 5-port 100/1000Base-T
= Link LED per port

« WAN/LAN configurable

= 2 % S5IM Card Slot

Ethernet Port Map:

WR315GR-2C

Ant 5

—_——

£

=]

*—— Grounding
Screw

«— DINClip

Integrated Power Connector
= 1x 6 pin terminal block

4 pin for Power Input

2 pin DO Alarm

Port Map Port Number Bridge Mode Router Mode(1xWAN) Router Mode(2xWAN)
° Port 1 WAN 1 WAN 1
gj 1 Port 2 WAN 2
Port 3 LAN
Port 4 LAN AN
Port 5

Default port configuration is Bridge Mode, the default IP of the interface LAN ports: 192.168.10.1

Default IP of the interface WAN 1: 192.168.1.1

Default IP of the interface WAN 2:192.168.2.1 (Note: Router 2xWAN mode may be applied to special firmware.)
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Antenna Map:

WR315GR-5GM2 WR315GR-LTE
Ant 1 5GNR-Main LTE Main
Ant 2 5GNR-Main LTE Div.
Ant 3 5GNR-Div. -
Ant 4 5GNR-Div. =
Ant 5 GNSS By request

Note: Due to the different number of antennas used by 5GNR/4G LTE/3G/2G model, the feature of the antenna
number may be different, the unused antenna positions will be covered by caps (even it has no functionality).
Note: If you only connect one antenna, please always connect the Ant 1. With one antenna attached, the connection

speed, signal quality, and performance will be affected and cannot be guaranteed.

2.2 INSTALLATION

After unpack the box, follow the steps below in order to properly connect the device. For better signal/performance,
put the device in a clearly visible spot, as obstacles such as walls and doors hinder the signal.

1. First, assemble router by attaching the necessary antennas and inserting the SIM card.

2. To power up router, please use the qualified power supply, connect the power input and reserved 24V@3A for the

router.

2.3 WIRING THE POWER INPUTS

Power Input port in the router provides 2 sets of power input connections (P1 and P2) on the terminal block. On the

picture below is the power connector.

P2 P1

oooogo

Wiring the Power Input

1. Insert the positive and negative wires into the V+ and V- contact on the terminal block connector.

2. Tighten the wire-clamp screws to prevent the power wires from being loosened.
3. Connect the power wires to suitable DC Switching type power supply. The typical input DC voltage is 24V,
range of 9VDC to 48VDC.

12



WARNING: Turn off DC power input source before connecting the Power to the terminal block
connectors, for safety purpose. Don not turn-on the source of DC power before all of the

connections were well established.

2.4 WIRING THE ALARM RELAY OUTPUT (DO)

The relay output contacts are located on the front panel of the router. The relay output consists of the 2-pin
terminal block connector that used to detect user-configured events. The two wires attached to the fault contacts
form a close circuit when a user-configured event is triggered. If a user-configured event does not occur, the fault
circuit remains open. The fault conditions such as power failure, Ethernet port link break or other pre-defined

events which can be configured in the device. Screw the DO wire tightly after digital output wire is connected.

DO
7t

0ogooog

@ @

NOTE: The relay contact only supports 1 A current, DC 24V. Do not apply voltage and current higher than

the specifications.

2.5 CONNECTING THE GROUNDING SCREW

Grounding screw is located on the bottom side of the router. Grounding Screw helps limit the effects of noise due to
electromagnetic interference (EMI) such as lighting or surge protection. Run the ground connection from the ground
screw to the grounding surface prior to connecting devices. And tighten and wire to chassis grounding for better

durability.

Grounding Screw

13



2.6 DIN RAIL MOUNTING

The EN50022 DIN-Rail plate should be already attached to the back panel of the device screwed tightly. If user needs
to reattach the DIN-Rail attachment plate to the device, make sure the plate is situated towards the top, as shown by

the following figures.

®

/

DIN Rail Clip

®

To mount the router on DIN Rail track, do the following instruction:
1. Insert the top side of DIN Rail track into the slot of DIN Rail clip.
2. Lightly clip the bottom of DIN-Rail to the track and make sure it attached well.

3. To remove the device from the track, reverse the steps.

14



2.7 ANTENNA

WR315GR are supported with up to 5 antenna sockets, where 2G/3G/4G LTE/5GNR and GPS/GNSS antennas are
supported. All of the antennas are connected to the router by screwing all the antennas to the SMA connector on the
front panel of the router.

5GNR Antenna

Frequency 690 ~ 960 MHz / 1710 ~ 2700 MHz/
3200~3800MHz/ 4400~5900MHz

V.S.W.R <=25
Peak Gain Up to 5.7dBi
(major) 690MHz: 0.73dBi,  960MHz: 2.98dBi,

1710MHz: 3.11dBi, 1800MHz: 2.54dBi,
1900MHz: 2.42dBi, 3300MHz: 5.6dBi,

3500MHz: 4.12dBi, 3800MHz: 4.92dBi,
4000MHz: 3.75dBi, 5000MHz: 4.18dBi

Directional Omni-directional
Impedance 50 Ohm
Connector Type SMA Male
Dimension 222x®13 mm, 27mm width
Operational Temperature -10°C~+70°C
4G LTE Antenna
Frequency 690 ~ 960 MHz / 1710 ~ 2700 MHz
V.S.W.R <=3.0
Radiation Omni
Peak Gain 3.15dBi

690MHz: 1.36dBi, 960MHz: 1.37dBi,
1710MHz: 3.12dBi, 1800MHz: 1.29dBi
1900MHz: 2.63dBi, 2100MHz: 1.47dBi,
2170MHz: 1.14dBi, 2500MHz: 3.15dBi
2600MHz: 2.46dBi, 2700MHz: 1.89dBi

Directional Omni-directional
Impedance 50 Ohm
Connector SMA Male
Dimension 200x®13 mm
Operational Temperature -20°C~+65°C

NOTE: Please refer to device stick for antenna combination of different models
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2.8 SIM CARD INSTALLATION

SIM Card Slot
The SIM Card Slot is used to insert the cellular card. The WR315GR-2C Series can support Dual SIM redundant.

Sim 1

i i SIM indication on front panel
To install/uninstall SIM card:

1. Use screwdriver to loosen screws and remove SIM cover.

2. Insert a paper clip or a SIM-eject tool into the hole beside the SIM socket. Push in towards the device, but
don’t force it. The SIM 1 is the primary SIM in the default configuration.

3. (When install) Draw out SIM tray and install SIM card on top side of tray

(When uninstall) Draw out SIM tray and uninstall SIM card

WARNING: Be careful when install the SIM Card, wrong installation procedure will cause damage.

Please follow the mechanical print out to install the SIM Card.

4. Insert tray back to SIM socket and reattach SIM cover.

To Configure SIM Card Setting, check the Chapter 3.5 Cellular settings in user manual.
If you inserted one SIM, the default primary SIM is SIM 1.

If you inserted two SIM for Cellular Redundant, you can configure which is primary and active Cellular

Redundant in web GUI.
You can check and configure the APN Name, PIN number of your SIM setting in Cellular/SIM setting page. If

your carrier provider has their preferred APN Name, please change it in Cellular Setting, otherwise, you may not

available to connect correctly.

Cellular Status Cellular Setting  SIM Setting SIM Setting
Cellular Setting
SIM Status SIM 0K
Cellular/ETH-WAN Redundancy  Disable v Number of Retries Remain )
Cellular1 Profile SIM1 PIN
Confirm SIM1 PIN:
Cellular Interface [J Disable Remember FIN: Enable  ® Disable
S Seection _Sh1 S PIN Protection: Disable Disable PIN
Cellular Redundant ® Enable O Disable —
ancel
Redundant Parameters peried Lo Do)
Number of Retries [ SR
Network Type Auto V|
SIM1 Settings

S 1APN

SIM1 User Name | |

$IM1 Password | |

SIM1 Authentication @cuap Opap

SIM2 Settings

sz aew

SIM2 User Name | |

sIM2 Password |

SIM2 Authentication @cuap OpaP

[ e | S
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2.9 WIRING THE DIGTIAL OUTPUT (Reserved)

The digital output of the terminal block is used to detect user-configured events. The two wires attached to the fault
contacts form a close circuit when a user-configured event is triggered. If a user-configured event does not occur,

the fault circuit remains opened.

Common positive

K_ Range 30Vdc max
— p Current 100mA max
Photocoupler QOutput terminal

Wiring the Digital Output
1. Insert the positive and negative wires into the DO+ and DO- contact on the terminal block connector.

2. Tighten the wire-clamp screws to prevent the wires from being loosened.

WARNING: Please confirm the wire installation according to the above steps, otherwise it would
not work properly. It only supports 0.1 A current, DC 30V. Do not apply voltage and current higher

than the specifications.

Note: WR315-2C supports Relay Output. Not every model of WR315 series supports Digital Input and Digital Output.
The feature is reserved for the WR315GR-2C with Digital Output model only.
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2.10 WIRING THE DIGTIAL INPUT (Reserved)

To wire the DI on the Terminal block, use screwdriver to loosen screws, insert the positive and negative wires into

the DI 1/2/3 and COM contact and then tighten screws after the DI wire is connected.

Input terminal
Wy
? L
y : U
! -
()  Range 0~30Vdc

Negative common i 0~1Vde Low
! 2~30Vde High

Fhotocoupler

Wiring the Digital Input

1. Insert the positive and negative wires into the DI 1/2/3 and COM contact on the terminal block connector.

2. Tighten the wire-clamp screws to prevent the wires from being loosened.
3. Input signal voltages range from 0 volts to 1 volts for a “low” logic state and 2 volts to 30 volts for a “high”

logic state.

WARNING: Please confirm the wire installation according to the above steps, otherwise it would

not work properly.

Note: Not every model of WR315-2C series supports Digital Input and Digital Output. The feature is reserved for the
WR315GR-2C with Digital Input model only.

2.11 HARDWARE WATCHDOG

The device provides a hardware watchdog mechanism for critical event, such as system reboot is to cut the power of
the whole device to get a clean restart of all components.

The device also provides a “dying gasp” alert. The router can generate syslog event or SNMP trap to target server
when the router loses power.

Some of the features are also available as watchdog. Refer to:

3.10.2 Ping Watchdog

3.10.7 Periodic Reboot

3.5.7 SMS remote control reboot.
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2.12 LED Indication

000
000

System & Interface LED:

LED Status Description
Green On DC-IN Power is On
PWR (Power)
Off No Power in DC-IN
Green On Ready
SYS (System) Green Blinking Firmware updating
Off Not Ready
Red On Any failures SW control
DO (Relay)
Off No failure occurs
Green On Links established
Giga Ethernet
Green Blinking Packets transmitting/receiving
Port 1-5
Off Link is inactive
Radio LED
LED Status Description
Green On SIM detected
Ra
Off SIM not insert
Green On Cellular Signal Good
Rb Green Blinking Cellular Signal Medium
WR315GR-2C Off Cellular Signal Low
Green On Connected
Rc
Off Not Connected
Depends on module, check detail
Rd Module Diagnostic

with our engineer.
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2.13 Micro SD Card

The SD Card Slot is reserved inside the housing, it is used for field diagnostic data logging/option for storage per
demand. To insert SD card after purchased, you need to open the housing, insert it correctly and carefully. For safety
and warranty concern, we prefer to insert SD card during production. Please contact our sales while you need to use
SD feature, we can do this according to the order.
Following is the steps to insert SD card.

1. Shut down the power.

2. Please wear anti-static gloves when disassembling the housing.

3. Unlock the screws to open the side panel. There are several heat sinks pasted on the side panel, please keep

them clean and put them back when re-assembling.

4. Prepare the SD card. Please always use industrial grade SD card, it has better lifecycle and wider range of the
operating temperature.
5. Follow the steps below to place the SD card into the socket.
5.1 Find the SD socket and check the Open/Lock direction.
5.2 Open the SD socket.
5.3 Put the SD into the socket.
5.4 Lock the SD socket.

The figure below is an example of placing and SD card.
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1. Find the socket and check 2. Open the SD socket. 3. Put the SD into the socket. 4. Lock the SD socket.
the Open/Lock direction.

6. After placing the SD card, lock the side panel and put the heat sink back to the correct position.
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3. WEB MANAGEMENT CONFIGURATION

To access the management interface, WoMaster router has two ways access mode through a network; they are web
management and telnet management. Web interface management is the most common way and the easiest way to
manage a network, through web interface management, a router interface offering status information and a subset
of device commands through a standard web browser. If the network is down, another alternative to access the
management interface can be used. The alternative way is by using telnet management which is offer configuration
way through CLI Interface. This manual describes the procedures for Web Interface and how to configure and

monitor the managed router only.

PREPARATION FOR WEB INTERFACE MANAGEMENT

WoMaster provides Web interface management that allows user through standard web-browser such as Microsoft

Internet Explorer, or Mozilla, or Google Chrome, to access and configure the router management on the network.
1.  Plugthe DC power to the router and connect router to computer.
2. Make sure that the router default IP address is 192.168.10.1.
3. Check that PC has an IP address on the same subnet as the router. For example, the PC and the router
are on the same subnet if they both have addresses that start 192.168.10.x (Ex: 192.168.10.2). The subnet
mask is 255.255.255.0.
4. Open command prompt and ping 192.168.10.1 to verify that the router is reachable.
5. Launch the web browser (Internet Explorer or Mozilla Firefox or Google Chrome) on the PC.

6. Type http://192.168.10.1 (or the IP address of the router). And then press Enter and the login page will

appear.
7. Type user name and the password. In earlier firmware, the default user name: admin and password:
admin. Then click Login. In latest firmware, the system will ask you enter the new password in your first login.

Please follow the prompt to enter new password.

WR312G-LTE-E

| admin |
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http://192.168.10.1/

8. Infirst Login, then user will be asked to change the default password with a new password.

Enter new password and Submit to apply the change.

Please change the password!

User Name

New Passwaord

tle gyl
D 23

Change settings successfully!

(.

Then re-login with the new password.

Note: User must finish changing the password in web GUI before login with CLI.
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Web GUI Console Example 1: System Information

System »»
Ethernet Port
Serial

Cellular

GPS

Wireless LAN
Security
Routing
Warning
Diagnostics

loT
Backup/Restore
Firmware Upgrade
Reset to Default

Home > System > Informarion

Information Login Settings

WR312-WLAN+LTE-E

System Name
System Description
Software Version
MAC Address

IP Address

Subnet Mask
Gateway IP Address
SD Card Status

Network Settings Date and Time DHCP Server «

Industrial Secure Cellular Router <— The model name.

router ‘
Industrial Secure Cellular Reuter
beta-02241735
94:66:07:91.00:02

192.168.10.1

255.255.255.0

0.0.0.0

Not Inserted

Permanently save the Reboot the
Secondary software submitted setting. router
feature set Logout the
A A webgul A
i H ) i
| 1 1 i
H 1 1 1
! : : :
/ | 1 1 1
4 / H [ save [# Logout (! Reboot

€t ————————

Main software
feature set.

Web GUI Console Example 2: Network Setting Configuration. Click “Submit” to apply the change

——-r>

Configuration page of the software features.
Ex: Information of the System

save the new setting permanently, the setting will be remained after reboot.

A
!
)

I}
I

Slide bar

. Click “Save” to

[ L

Permanently save the Reboot the
Secondary software submitted setting. router
feature set Logout the
web GUI.
N

e T

[ save [= Logout (!:Reboot

Home > System > Netwurk Settings

e 2

———————t>

i:’: tem, t‘; " Information Login Settings Network Settings Date and Time DHCP Server ~
ferne or IP Address 192.168.10.1 | N
Serial
Cellular Subnet Mask 255.255.255.0 |
i) G Ip Add 0.0.0.0
Wireless LAN ateway Ip Address o ]
Security DNS 1 88828 ]
Routing
Warning DNS 2 0.0.0.0 |
Diagnostics
loT .
Backup/Restore ARP Settings
Firmware Upgrade
Reset to Default Proxy ARP Enable
i
1
| * R :
1
| i i A
T 1 1 r
1 ! 1 7
v ! ! !
Main software Submit to apply the change. Configuration page of the software features. Slide bar

feature set.

(Click “save” to permanently
save the new setting.)

Ex: Network Setting Configuration
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After click “Save”, click “Yes” to save the submitted changes. Please wait around 5-10 seconds, the system will then

save the new settings to flash permanently. Do not power off or reboot the system during the 5-10 seconds.

F save | [ Logout (¥ Reboot

Save
Do you want to save all submitted changes?

(Ve
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In this Web management for Featured Configuration, user will see all of WoMaster Cellular Router’s various
configuration menus at the left side from the interface. Through this web management interface, user can configure,
monitoring, and set the administration functions. The whole information used web management interface to
introduce the featured functions. User can use all of the standard web-browser to configure and access the router

on the network.

Following topics are covered in this chapter:
3.1 System
3.2 Ethernet Port

3.3 Redundancy

3.4 Serial
3.5 Cellular
3.6 GPS

3.7 Wireless LAN

3.8 Security
3.9 Routing
3.10 Warning

3.11 Diagnostics

3.12 loT

3.13 Backup and Restore
3.14 Firmware Upgrade
3.15 Reset to Defaults
3.16 Save

3.17 Logout

3.18 Reboot

3.19 WoMaster MIB
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3.1 SYSTEM

When the user login to the router, user will see the system section appear. This section provides all the basic setting
and information or common setting from the router that can be configured by the administrator.

Following topics are included:

3.1.1 Information

3.1.2 Login Setting

3.1.3 Network Settings

3.1.4 Date and Time

3.1.5 DHCP Server

3.1.1 INFORMATION
Information section, this section shows the basic information from the router to make it easier to identify different
router that is connected to User network and also it shows the Cellular Status and LAN Settings information. The

figure below shows the interface of the Information section.

WR315GR-2C-5GM2 Industrial Secure Serial Router, Dual Core, 5GbE, 1 Relay, 2SIM, 5GNR

System Name

System Description  Industrial Secure Serial Router, Dual Core, 5GbE, 1 Relay, 28IM, 5GNR

Software Version 0.1

MAC Address 00:0c43:28:80:10
IP Address 192.168.10.1
Subnet Mask 255 2552550

Gateway IP Address 0.0.0.0

System SN
Uptime 9m 555
SD Card Status Not Inserted

(RETION | Soseoe

The description of the Information’s interface is as below:

TERMS DESCRIPTION

System Name Default: router

Set up a name to the device.

System Description Display the name of the product.

Software Version Display the firmware latest version that installed in the device.

MAC Address Display the hardware’s MAC address that assigned by the manufacturer.
IP Address Display the IP Address of the device

Subnet Mask Display the subnet mask of the device

Gateway IP Address | Display the IP address of the default gateway

System SN Display the serial number of the device

UPtime Display the uptime of the device
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SD Card Status Display the SD Card status when the SD Card is inserted or not inserted.
*Reserved inside the box for system log/diagnostic, please check with our

engineer whether your device’s software support this feature or not first.

3.1.2 LOGIN SETTING

WoMaster’ router supports Login Setting that has several authentication methods. It is supported with TACACS+,
Radius, and Multi-User Authentication. This Login Setting consists of two level, admin and guest. Where the admin
level, it has the privilege to read and write and for the guest level the privilege is read only. Below is the Login

Setting section for admin level.

User Name: admin
New Password:

Confirm Password:

With the Name default setting is admin and the authority allow user to configure all of configuration parameters.

The Login Setting interface describes how to configure the system username and password for the web management
login. To change the Name and Password, user just needs to input a new Name and New Password then confirm the
new password in this section. Try to re-login with the new User Name and Password.

Below is the interface for guest level.

Guest Name guest
New Password

Confirm Password:

With the Name default setting is guest and the authority allow user to read only all of configuration parameters.

NOTE: For security consideration, please change the password after first log in.

When user try to change the configuration, message will appear if user is not permitted to configure the

configuration. Below is the interface.

Your permission is not enough to perform the action!
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The description of the Login Setting interface is as below:

TERMS DESCRIPTION

User Name/ Guest Name Default: admin/guest

Key in new username here.

New Password Key in new password here.

Confirm Password Re-type the new password again to confirm it.

After finishing configure the Username and Password, click on Submit to apply the configuration. Don’t forget to

Save the configuration.

User Authentication Mode

The user authentication can be performed locally and remotely using Radius or TACACS+ authentication server. It
has 5 authentication modes which are Local, RADIUS, RADIUS->Local, TACPLUS, and TACPLUS->Local. The default

authentication method is Local method, where it works for multi user authentication that has been explained above.

RADIUS

The Remote Authentication Dial-In User Service (RADIUS) protocol was developed by Livingston Enterprises as an
access server authentication and accounting protocol. The RADIUS server can support a variety of methods to
authenticate a user. When it is provided with the username and original password given by the user, it can support
PPP, PAP or CHAP, UNIX login, and other authentication mechanisms.

Below is the RADIUS and RADIUS to Local authentication mode interface where the device takes a role as a RADIUS
client that needs to authenticate with the RADIUS server database. For the RADIUS to Local mode, the

authentication will try remote authentication first, falling back to local authentication mode if remote mode fails.

Authentication Mode

Authentication Mode RADIUS->local T

RADIUS Server

RADIUS Server IP 0.0.0.0
Shared Key
Server Port 1812

Secondary RADIUS Server

RADIUS Server IP 0.0.0.0
Shared Key
Server Port 1812

“Sibiit

How to set up a RADIUS server:

a. Enter the IP address of the RADIUS server in Server IP Address
b. Enter the Shared Secret of the RADIUS server

C. Enter the Server port if necessary, by default RADIUS server listens to port 1812
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d. Click Submit

The description of the RADIUS Authentication interface is as below:

TERMS DESCRIPTION
RADIUS Server IP Radius Server IP Address
Shared Key Shared key are used to verify that RADIUS messages, with the exception of

the Access-Request message, are sent by a RADIUS-enabled device that is
configured with the same shared key. Shared key also verify that the

RADIUS message has not been modified in transit (message integrity).

Server Port Set communication port of an external RADIUS server as the authentication

database. The general value is 1812

TACACS+

The Terminal Access Controller Access Control System (TACACS+) security protocol is a recent protocol developed by
Cisco. It provides detailed accounting information and flexible administrative control over the authentication and
authorization processes. TACACS+ allows for a single access control server (the TACACS+ daemon) to provide
authentication, authorization, and accounting services independently. Below is the interface for TACPLUS and
TACPLUS to Local authentication mode. For the TACPLUS to Local mode, the authentication will try remote

authentication first, falling back to local authentication mode if remote mode fails or cannot be reached.

Authentication Mode
Authentication Mode TACPLUS->Local ¥
TACPLUS Authentication Setting

Authentication Type ASCIT v

Authentication Timeout 5

TACPLUS Server

TACPLUS Server IP 0.0.0.0
Shared Key
Server Port 49

Secondary TACPLUS Server

TACPLUS Server IP 0.0.0.0
Shared Key
Server Port 43

(—

How to set up a TACACS+ server:

a. Select the Authentication Type.
b. Enter the Authentication Timeout in seconds.
c. Enter the IP address of the TACACS+ server in Server IP Address.
d. Enter the Shared Secret of the TACACS+ server.
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e.

f.

Enter the Server port if necessary, by default TACACS+ server listens to port 49.
Click Submit

The description of the TACACS+ Authentication interface is as below:

TERMS DESCRIPTION

Authentication Type Default: ASCII

Authentication Timeout Default: 5

TACPLUS Server IP TACACS+ Server IP Address

Shared Key

on the TACACS+ server.

Server Port

authentication database. The general value is 49
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Select the authentication type to authenticate to the server.

The maximum number of seconds allowed establishing a TCP connection
between the device and the TACACS+ server. If the server cannot be
reached within the limit time, and it will directly change to Local. This

configuration is applied to TACPLUS->Local mode only.

Specifies the shared key for TACACS+ communications between the device

and the TACACS+ server. The shared key must match the encryption used

Set communication port of an external TACACS+ server as the




3.1.3 NETWORK SETTING

The Network Setting section allows users to configure both IPv4 values for management access over the network.

Below is the Ethernet port map of the WR315GR-2C router. The router can be configured as Bridge mode or Router

mode. In Router mode, the router can support up to 2 WAN interfaces.

Ethernet Port Map:

Port Map Port Number Bridge Mode Router Mode(1xWAN) Router Mode(2xWAN)
° Port 1 WAN 1(eth1) WAN 1 (eth1)
g:] 1 Port 2 WAN 2 (eth2)
Port 3 LAN
Port 4 LAN LAN
Port 5

Default port configuration is Bridge Mode, the default IP of the interface LAN ports: 192.168.10.1

Default IP of the interface WAN 1(eth1): 192.168.1.1

Default IP of the interface WAN 2(eth2): 192.168.2.1 (Note: 2xWAN mode may be applied to special firmware.)

Bridge Mode

Below is the Network Setting interface for Bridge Mode.

Network Settings

Network Mode

LAN Settings

Interface Type IP Address Subnet Mask

Default Gateway

Cvian1  [StaticTP ~] [192.168.10.1 | [255.255.255.0

| [0.0.0.0

DNS Settings

DNS 1 [8.888 |

DNS 2 [0.0.0.0 |

The description of the columns is as below:

TERMS DESCRIPTION

LAN Access Type User can select to DHCP or Static IP to activate the function.
DHCP: Select DHCP to activate DHCP Client Function, no need to assign IP
Address and received IP Address from DHCP Server.

Static IP: Select Static IP to configure the IP configuration manually

IP Address Default: 192.168.10.1
Set up the IP address reserved by User network for User device. If DHCP
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Client function is enabled, no need to assign an IP address to device as it

will be overwritten by DHCP server and shown here.

Subnet Mask Default: 255.255.255.0
Assign the subnet mask for the IP address here. If DHCP Client function is

enabled, no needs to assign the subnet mask.

Default Gateway Default: 0.0.0.0.

Assign the gateway for the device here.

DNS 1 Specifies the IP address of the DNS server 1 that used in user network.

DNS 2 Specifies the IP address of the DNS server 2 that used in user network.

Router Mode
And below is the Network Setting interface for the Router Mode where it supports with the WAN port on port 1(eth1)
and WAN 2 on port 2(eth2). User can configure the WAN Settings and LAN settings.

Network Settings

Network Mode

WAN Settings

Interface Type IP Address Subnet Mask Default Gateway
etht [ Static 1P ~| [182188.11 | [255.255.255.0 | [0000 |
eth2 | [Disable v| [192.168.2.1 || |255.255.255.0 | [0.0.00 |

“Submit " J§“Cancel" |
LAN Settings

Interface Type IP Address Subnet Mask Default Gateway

Oviant | [StaticTP w| [192.168.10.1 | [255255.2550 | [0000

" Submit " Jf “Cancel"|

DNS Settings

DNS 1 [8.8.88 |

DNS 2 [0.0.00 |

The IPv4 Configuration includes the router’s IP address and subnet mask, as well as the IP address of the default

gateway. In addition, input cells are provided for the IP addresses of a 1st and 2nd DNS server.

It is also supported DNS Proxy which uses the Domain Name Relay Daemon (DNRD). It takes DNS queries from hosts,
and forwards them to the "real" DNS server. It takes DNS replies from the DNS server, and forwards them to the

client. It is meant to be used for home networks that can connect to the internet using one of several ISP's. DNRD is

33



pretty simple. Configure the managed router’s IP settings. The figure above shows the user interface of IPv4

Configuration. The description of the columns is as below:

TERMS

DESCRIPTION

WAN Access Type

User can select to DHCP Client or Static IP to activate the function.
DHCP Client: Select DCHP Client to activate DHCP Client Function, no
need to assign IP Address and received IP Address from DHCP Server.
Static IP: Select Static IP to configure the IP configuration manually

Disable: Select disable to indicate that port 2 is not WAN interface.

IP Address

Default: 192.168.1.1
Set up the IP address reserved by User network for User device. If DHCP
Client function is enabled, no need to assign an IP address to device as it

will be overwritten by DHCP server and shown here.

Subnet Mask

Default: 255.255.255.0
Assign the subnet mask for the IP address here. If DHCP Client function is

enabled, no needs to assign the subnet mask.

Default Gateway

Default: 0.0.0.0.

Assign the gateway for the device here.

DNS 1 Specifies the IP address of the DNS server 1 that used in user network.
DNS 2 Specifies the IP address of the DNS server 2 that used in user network.
Proxy ARP

Proxy ARP is a technique in which one host, usually a router answers ARP requests intended for another node located
on another network. The router or "faking" its identity or pretends to be the target of the ARP requests by sending
ARP responses that associate its own MAC address with the real (destination) node’s IP address. The router acts as a

proxy and takes responsibility for routing packets to the real destination. Proxy ARP can help machines on a subnet

reach remote subnets without the need to configure routing or a default gateway.

When Proxy ARP is enabled, if the router receives an ARP request for which it has a route to the target (destination)

IP address, the router responds by sending a Proxy ARP reply packet containing its own MAC address. The host that

sent the ARP request then sends its packets to the router, which forwards them to the intended host.

Below is the interface.

Proxy ARP

Proxy ARP

SN i W——

Enable

Check the box to enable the function of Proxy ARP.
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3.1.4 DATE AND TIME
The WoMaster router has a time calibration function based on information from an NTP server or user specified time

and date, allowing functions such as automatic warning emails to include a time and date stamp.

Date and Time

Current Time  Yr[2000  |Mon[1  |Day[1  |Hr[0  |Mn[50 |Sec[17 |
Time Zone |(GMT]Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London v|
NTP (] Enable NTP client update

NTP server

Manual IP | 0.0.00

“Submit"| jf “Cancel”|

The description of the columns is as below:

TERMS DESCRIPTION

Current Time User can configure time by input it manually. User also can click the Get PC
Time or Get Time from Cellular to get the time setting.
Get PC Time: get the time the PC

Get Time from Cellular: get the time from the cellular network.

Time Zone Choose the Time Zone section to adjust the time zone based on the user area.

NTP Enable NTP Client update by checking this box.
Select the time server from the NTP Server dropdown list or select Manual IP

to manually input the IP address of available time server.

*Make sure that the device also has the internet connection.

After finished configuring, click on Submit to activate the configuration.
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3.1.5 DHCP SERVER
DHCP Server Setting

WoMaster router has DHCP Server Function that will provide a new IP address to DHCP Client. After enabling DHCP
Server function, set up the Network IP address for the DHCP server IP address, Subnet Mask, Default Gateway

address and Lease Time for client. Below is the DHCP Server Setting interface

DHCP Server

DHCP Settings

IP Address Start
IP Address End
Subnet Mask
Gateway
wiNs1
wiNs2

Primary DNS Server

Lease Time

Enable DHCP Relay
DHCP Sever IP

submit | Cancel |

Secondary DNS Server

1440 (15-44640 minutes)

0.0.00

The description of the columns is as below:

TERMS

DESCRIPTION

DHCP Setting

Select to Enable or Disable to activate and deactivate DHCP Server function.

IP Address Start

Assign the IP Address Start range.

IP Address End

Assign the IP Address End range.

Subnet Mask

Default: 255.255.255.0

Assign the subnet mask for the IP address here for DHCP Server.

Gateway Assign the gateway for the router here for DHCP Server.
WIN S1 Enter WINS Server 1 IP address
WIN S2 Enter WINS Server 2 IP address

Primary DNS Server

Enter Primary DNS Server that used in user network.

Secondary DNS Server

Enter Secondary DNS Server that used in user network.

Lease Time

Default: 1440
The maximum length of time for the IP address lease. Enter the Lease time in

minutes. (Lease Time range: 15-44640 minutes)

Enable DHCP Relay

Select the checkbox to Enable the DHCP Relay feature.

DHCP Server IP

Type the DHCP Relay Server IP.
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The DHCP Server will automatically assign an IP address to the computers on the LAN/private network. Be sure to set
user computers to be DHCP clients by setting their TCP/IP settings to “Obtain an IP Address Automatically.” When
user turns the computers on, they will automatically load the proper TCP/IP settings provided by the router. If User
manually assigns IP addresses to User computers or devices, make sure the IP addresses are outside of this range or

User may have an IP conflict. After finished configuring, click on Submit to activate the configuration.

DHCP Leased Entries

The figure below shows the DHCP Leased Entries. It will show the MAC and IP address that was assigned by router.

Click the Reload button to refresh the list.

DHCP Leased Entries

IP Address MAC Address Time to expire|s)

15:2.168.10.101 G4.66:e7-f-11:92 85379
"Retoad"|

The description of the columns is as below:

TERMS DESCRIPTION

IP Address IP address that was assigned by router.

MAC Address The MAC Address of the network interface that was used to acquire
the lease.

Time to expire(s) Remains time for the IP address from DHCP Server leased.
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3.2 ETHERNET PORT

Ethernet Port section is used to access the port configuration and rate limit control. It also allows User to view port
status and port trunk information.

Following items are included in this group:

3.2.1 Port Status

3.2.2 Port Setting

3.2.3 VLAN Setting

3.2.4 Traffic Control

3.2.1 Port STATUS

Port Status section allows users to see the current status from the Ethernet such as port state and speed/duplex

Port Status

Port Link Speed/Duplex

1 Down
2 Down
3 Down
4 Up 1000 Full
] Down
"Reload "

The description of the columns is as below:

TERMS DESCRIPTION
Link Display the Ethernet status, whether it is Link Up or Link Down.
Speed/Duplex Default: N/A

Show the Speed/Duplex for each port, such as 10 full,10 half,100 full,100 half mode

for Giga Ethernet Port 1~2 (gel~ge2)

Click on Reload to update the information.

3.2.2 Port SETTING
Use this page to configure the port setting such as the state and the speed / duplex for the Ethernet port.
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Port Settings

Port State Speed/Duplex
1 Enable v | | AutoNegotiation v
2 L0 Ful
10 Half
3 100 Full
100 Half
4 Enable ~ | | AutoNegotiation w
3] | Enable V| | AutoNegotiation v

The description of the Ethernet Setting page is as below:

TERMS DESCRIPTION

Ethernet 1 Default: Enable

Default: Auto / Auto-Negotiation

Configure the Speed/Duplex of the port Ethernet 1. Users can set the bandwidth of
each port as Auto-negotiation, 100 full, 100 half, 10 full, 10 half mode.

Ethernet 2 Default: Enable

Default: Auto / Auto-Negotiation

Configure the Speed/Duplex of the port Ethernet 2. Users can set the bandwidth of
each port as Auto-negotiation, 100 full, 100 half, 10 full, 10 half mode.

Ethernet 3 Default: Enable

Default: Auto / Auto-Negotiation

Configure the Speed/Duplex of the port Ethernet 3. Users can set the bandwidth of
each port as Auto-negotiation, 100 full, 100 half, 10 full, 10 half mode.

Ethernet 4 Default: Enable

Default: Auto / Auto-Negotiation

Configure the Speed/Duplex of the port Ethernet 4. Users can set the bandwidth of
each port as Auto-negotiation, 100 full, 100 half, 10 full, 10 half mode.

Ethernet 5 Default: Enable
Default: Auto / Auto-Negotiation

Configure the Speed/Duplex of the port Ethernet 5. Users can set the bandwidth of

each port as Auto-negotiation, 100 full, 100 half, 10 full, 10 half mode.

Click Submit to apply the configuration that just made.

3.2.3 VLAN SETTINGS
The router’s LAN port (Port 1-8) supports VLAN feature.
A VLAN is a group of devices that can be located anywhere on a network, but which communicate as if they are on

the same physical segment. With VLANs, User can segment User network without being restricted by physical
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connections—a limitation of traditional network design. To configure 802.1Q VLAN and port-based VLANs on the
WoMaster switch, use the VLAN Settings page to configure the ports. User can assign Management VLAN, create the
static VLAN, and assigns the Egress rule for the member ports of the VLAN.

The description of the columns is as below:

VLAN Settings

Management VLANID [1 |

Add Static VLAN

VLAN ID 1 2 3 4 5

[ ] [uv] [uv] [Uv] [uv] Uv]
U
“Suomit [ Cancel |

Static VLAN Settings

VLANID 1 2 3 4 5 Select Edit

1 Ju ulluluu [“Edit” |

o | | S [“Edit |
I R ["Edit |
PVID Settings
Port 1 2 3 4 5
PviD | [1 K ||/ HE K

The description of the Ethernet Setting page is as below:

TERMS DESCRIPTION

Management VLAN ID | Default: 1.
The switch supports management VLAN. The management VLAN ID is the VLAN ID
of the CPU interface so that only member ports of the management VLAN can

ping and access the switch.

Add Static VLAN By select the VLAN and click the Edit button, user can assign a VLAN ID or VLAN

Name and User can specify the egress (outgoing) port rule to be Untagged or

Tagged

Static VLAN Setting At this section user can edit the VLAN that has been added, include the name and
egress rule.

PVID Setting. The abbreviation of the Port VLAN ID. PVID allows the switches to identify which

port belongs to which VLAN. To keep things simple, it is recommended that PVID
is equivalent to VLAN IDs. The values of PVIDs are from 0 to 4095. But, 0 and 4095
are reserved. User can’t input these 2 PVIDs. 1 is the default value. 2 to 4094 are

valid and available in this column.
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The steps to create a new VLAN: Type in Add Static VLAN section, and click Submit to create a new VLAN. Then User

can see the new VLAN in the Static VLAN Setting table. After created the VLAN, the status of the VLAN will remain in

Unused until User adds ports to the VLAN.

NOTE:
Before User changed the management VLAN ID by Web and Telnet, remember that the port

attached by the administrator should be the member port of the management VLAN; otherwise

the administrator can’t access the switch via the network.
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3.2.4 TRAFFIC CONTROL
Traffic control is a form of flow control used to enforce a strict bandwidth limit at a port. User can configure

separate Incoming Outgoing rate limits and burst

WWAN/WAN Traffic Control

Enable Traffic Control [

Incoming Rate Limit | 1024000 kbps
Incoming Burst 20 kB
Outgoing Rate Limit | 1024000 kbps
Outgoing Burst 20 kB

Submi hr. is-ii

The description of the columns is as below:

TERMS DESCRIPTION
Enable Traffic Control Check the box to activate the function
Incoming Rate Limit Default: 1024000 kbit/s

Set the maximum incoming rate.

Incoming Burst Default: 20 kBytes

Set the maximum incoming burst.

Outgoing Rate Limit Default: 1024000 kbit/s

Set the maximum outgoing rate.

Outgoing Burst Default: 20 kBytes

Set the maximum outgoing burst.

Click on Submit to apply the configuration.

3.3 REDUNDANCY

Redundancy role of the network is to help protect critical links against failure, protects against network loops, and
keeps network downtime at a minimum. Sustainable, uninterrupted data communication network is critical for
industrial applications. Network Redundancy allows user to set up redundant loops in the network to provide a
backup data transmission route in the event that a connection is inadvertently disconnected or damaged. This switch
is supported with VRRP (Virtual Routing Redundancy Protocol). A VRRP (Virtual Router Redundancy Protocol) is a
computer networking protocol aimed to eliminate the single point of failure by automatically assigning available IP
routers to participating hosts. Using a virtual router ID (VRID) address and virtual router IP (VRIP) address to
represent itself, a virtual router consists of two or more physical routers, including one master router and one or
more backup routers. All routers in the virtual router group share the same VRID and VRIP. The master router
provides primary routing and the backup routers monitor the status of the master router and become active if the
master router fails. This is a particularly important feature for industrial applications, since it could take several
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minutes to locate the disconnected or severed connection.

3.3.1 VRRP
VRRP Setting

The field allows user to create the Virtual Router Interface. All the routers/switches within the same VRRP domain

should be located within the same IP network and equips with the same Virtual ID and Virtual IP address.

VRRP

¥ Enable VRRP

Virtual Router ID 1

Virtual IP 192.168.10.6

Priority 100

Adv. Interval 1

Freempt Mode ® Enable Disable

VRRP

¥ Enable VRRP

Virtual Router ID 1

Virtual IP 192.165.10.6

Priority 100

Adv. Interval 1

Preempt Mode ® Enable Disable

Submi hl. i-ii

Click Submit once finish the configuration. Then a new entry is created in the Virtual Router Interface Status section

below. After the VRRP interface is created, user can see the new entry and adjust the settings to decide the policy of

the VRRP domain.

TERMS DESCRIPTION
Enable VRRP Check the box to enable the function.
Virtual Router ID This is a virtual ID range from 1~255. The switches within the same VRRP

domain should have the same Virtual ID.

Virtual IP This is the virtual IP of the VRRP domain. This is the Gateway IP of the
clients.
Priority The priority of the entry of this switch. In VRRP domain, the VRRP router/

switches must have the same Virtual ID and Virtual IP settings and choose
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who should be the VRRP Master router/switch. The router/switch equips
with the highest priority will be selected as the VRRP master. The priority
setting field can be manually changed, the range is from 1~254, 255 for

virtual IP owner and 100 for backup by default.

Adv. Interval This field indicates how often the VRRP router/switches exchange the VRRP
settings.
Preempt While the VRRP Master link is failure, the VRRP Backup will take over its job

immediately. However, while the VRRP master link is recovered, who should
be the Master? The Preempt decide whether the VRRP master should be
recovered or not.

While the Preempt is Enable and the interface is VRRP Master, the interface
will be recovered.

While the Preempt is Disable and the interface is VRRP Master, there is no
change while the link is recovered. The VRRP backup acts as the Master

before restarting the switches.

Click the Submit Selected button to apply the configuration. Click the Remove Selected button to remove selected

setting. Click the Reload button to reload table.

VRRP Status
The VRRP represent the Virtual Router Redundancy Protocol. To further ensure the high reliability of an environment,
the router/Layer 3 switch supports the VRRP protocol allowing the hosts to continuously direct traffic to the default

gateway without the default gateway configuration change.

Virtual Router Interface Status

Virtual
1D

Adv.
Interval

102.462.10.6 | 100 1 1 Disable | | 00:00:55:00:01:01 E

VRRP
Status

Select

Virtual IP Priority Preempt VRRP Mac Edit

TERMS DESCRIPTION
Interface Show the interface for the VRRP domain.
Virtual ID This is a virtual ID range from 1~255. The switches within the same VRRP

domain should have the same Virtual ID.

Virtual IP This is the virtual IP of the VRRP domain. This is the Gateway IP of the
clients.
Priority The priority of the entry of this router/switch. In VRRP domain, the VRRP

router/switches must have the same Virtual ID and Virtual IP settings and

choose who should be the VRRP Master router/switch. The router/switch

equips with the highest priority will be selected as the VRRP master. The
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priority setting field can be manually changed, the range is from 1~254, 255
for virtual IP owner and 100 for backup by default.

Adv. Interval This field indicates how often the VRRP switches exchange the VRRP
settings.

VRRP Status While the VRRP Master link is failure, the VRRP Backup will take over its job
immediately

VRRP MAC This field indicates the VRRP MAC in this configuration entry.

Click Refresh to refresh the list. Click Select to the specific list then user can do several actions such as Edit and

Delete Selected. Click Delete All to delete all of the list.

3.4 SERIAL (Reserved)

Note: The feature is reserved for the WR315GR-2C with Serial port model only.

This router with serial port model equips with one serial port which are RS232/422/485 ports that able to connect to
local serial devices (Refer to the Appendix). And these serial ports support TCP Server, TCP Client, and UDP Listening.

From the web management interface, it has two configuration pages for Serial 1.

Below is the pin assighment

DB9 Male
1 5
I
iu O
—
6 9

RS-232 is the most common serial interface and used to ship as a standard component on most Windows-compatible
desktop computers. Now it is more common to use RS-232 over USB using a converter. RS-232 only allows for one

transmitter and one receiver on each line. RS-232 also uses a Full-Duplex transmission method.
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RS422 is an improved version of R$232, it uses twisted pair cable to reduce the noise, and it uses signaling balancing
to transmit data, so what is signal balanced — It uses a voltage-difference between the two lines as an indication of
the signal value, with this method the data is able to transmit for longer distance with faster data rates, with RS422
the data can transmit up to 10 Mbps at 50 feet or 100 Kbps at 4000 feet. RS422 is capable of multi-drop capability, it

limits up to 10 slaves in the data line.

RS-485 is a superset of RS-422 and expands on the capabilities. RS-485 was made to address the multi-drop limitation
of RS-422, allowing up to 32 devices to communicate through the same data line. Both RS-485 and RS-422 have
multi-drop capability, but RS-485 allows up to 32 devices and RS-422 has a limit of 10.

Serial 1

This configuration page is an interface to configure the serial setting.

Seriall

Serial Port 1 Settings

Basic Settings

Interface
Baudrate
Parity NONE v
Databit
Stopbit
Flow Control NONE v
Terminal Resistor
Service Mode (TCP Server v]

Force Tx Interval D (ms) data will be queueing in Tx buffer until & interval timeout

Force Tx Length 1024 (bytes) (0~1024) Tx data before force timeout expires
Serial to Ethernet Delimiter (0~255 or HEX)

Delimiter1 [ | pelimiter2 [ | Delimiter3 [ | Delimiter4 | |
Flush time [0 ms

Ethernet to Serial Delimiter (0~255) or HEX

Delimiter1 [ | pelimiter2 [ | Delimiter3 [ | Delimiter4 | |
Flush time o Jms

The description of the columns is as below:

TERMS DESCRIPTION

Interface Default : RS422
Choose and change the interface type from the drop down list. The serial

port supports the RS232, RS422, RS485-2w, and RS485-4w.

Baudrate Default: 38400
Serial baud rate, a speed measurement of communication. It indicates the

number of bit transfers per second.
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Baudrate [ 38400 v

Pari 110
Databit s00
1200
Stopbit 2400
4800
Flow Control 260D
Terminal Resistor 12220
Force Tx Interval |57600 e
115200
Force Tx Length |23p400 T
Service Mode 80800
Parity Default: NONE
Set parity bit of serial data.
Parity NOME v
Databit EVEN
Stopbit oco
MARK
Flow Control SPACE
For even and odd parity, the serial port will set the parity bit (the last bit after
the data bits) to a value to ensure that the transmission has an even or odd
number of logic high bits. Mark and space parity does not actually check the
data bits, but simply sets the parity bit high for marked parity or low for
spaced parity.
Databit Default: 8 bits
Indicates the number of bits in a transmitted data package.
Stopbit Default: One Stopbit
The stop bit follows the data and parity bits in serial communication. It
indicates the end of transmission.
Flow Control Default: NONE

Flow control manages data flow between devices in a network to ensure
it is processed efficiently. Too much data arriving before a device is

prepared to manage it causes lost or retransmitted data.

Terminal Resistor

Default: Disable

Enable to prevent serial signal reflection.

Service Mode

Choose TCP Server, TCP Client, and UDP listening.

Force TX Interval

Default: 0 (ms)
Force TX interval time is to specify the timeout when no data has been

transmitted and queue data before the time interval is expired.

Force TX Length

Default: 1024 (bytes)

To specify the length of the data before Force timeout expires.

Serial to Ethernet

Delimiter: User can define max. 4 delimiters (0~255, Hex) for each way.
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The data will be held until Flush Time is expired. 0 means disable. The
factory default is 0.

Flush Time: The received data will be queued in the buffer until all the
delimiters are matched. When the Flush Time is expired the data will be

sent.

Ethernet to Serial Delimiter: User can define max. 4 delimiters (0~255, Hex) for each way.
The data will be held until Flush Time is expired. 0 means disable. The
factory default is 0.

Flush Time: The received data will be queued in the buffer until all the
delimiters are matched. When the Flush Time is expired the data will be

sent.

The other section from this Serial page is TCP Server Mode Config. This page allows user to configure the basic

settings of TCP Server Mode.

TCP Server Mode Config:

TCP Port: 4000

Max Connection: 1 v
Idle Timeout(sec): ]

Alive Check(sec): 0

The description of the columns is as below:

TERMS DESCRIPTION

TCP Port Default: Serial 1 — 4000, Serial 2 - 4002
Assign the available TCP port number. The port number of TCP

Server and TCP Client should be the same.

Max Connection Configures the maximum connection number from 1 to 5.

Idle Timeout (sec) When serial port stops data transmission for a defined period of
time (ldle Timeout), the connection will be closed and the port
will be freed and re-try for connection with other hosts. Zero is
disabled this setting (default). If Multilink is configured, only the

first host connection is effective for this setting.

Alive Check (sec) The device will send a TCP alive check package in each defined
time interval (Alive Check) to remote host to test the TCP
connection. If the TCP connection is not alive, the connection
will be closed and the port will be freed for other hosts. If user

sets it as zero, it means disable this setting.
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3.5 CELLULAR

This Cellular page provides the Cellular Status; configure Cellular Setting, and configure SIM Setting. WoMaster
Industrial Router is supported with redundant SIM and Dual SIM Card; user can choose SIM1 or SIM2 for the main
SIM Card.

3.5.1 CELLULAR STATUS

The figure below shows Cellular Status.

Cellular Status

Cellular/ETH-WAN Redundancy Disable v
Cellular1
Modem Status Normal

Interface Status Enable

Version MR3.01b03.03.00

Network Registration

Signal Strength

IP Address

eloa

Registered (home network)

Network Search Mode  Auto

Current SIM index 1

Provider 46689

APN internet
Service Type E-UTRAN

Band 7

IMEI 861660050012654
IMSI 466891004389151
CellID 003865934

MCC MNC 466 89

-87 dBm(Medium)

RSRP -101 dBm
RSRQ -15dB
SIM Status SIM OK
Connection Status Connected

100.87.10.202

The description of the columns is as below:

TERMS

DESCRIPTION

Cellular/ETH.WAN

Redundancy

Default: Disabled

User can choose the redundancy mode:
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ETH-WAM First,Cellular-WAN Backup v

ETH-WAN First, Cellular-WAN Backup

. Cellular-WaM First, ETH-WAN Backup

Cellular/ETH-WAN Redundancy

ETH-WAN First, Cellular-WAN Backup: by choosing this mode, the redundancy mode
would be like prioritize the ETH-WAN connection; if the ETH-WAN connection has a
problem then the Cellular-WAN would be the backup connection.

Cellular-WAN First, ETH-WAN Backup: by choosing this mode, the redundancy mode
would be like prioritize the Cellular-WAN connection; if the Cellular-WAN connection has a

problem then the ETH-WAN would be the backup connection.

Modem Status

Display the modem status

Interface Status

Display the Cellular interface status Enabled or Disabled

Version

Display the firmware version of the cellular module.

Network Registration

Display the status of the network registration

Network Search Mode

Display the network search mode (Auto, 2G Only, 3G Only and LTE Only)

Current SIM Index

Display the current in used SIM card (1 or 2)

Provider

Display the ISP (MCC+MNC) that user used.

APN

Every ISP has a specific APN (Access Point Name) assigned to its cellular network. The

system can read this name from the SIM card.

Service Type

The connected ISP will update the service type here. The possible types are GSM - 2G,
UMTS - 3G, GSM W/EGPRS, UTRAN W/HSDPA (download), UTRAN W/HSUPA(upload),

UTRAN W/HSDPA and HSUPA(download & upload), E-UTRAN - LTE, No Service(default

value)
Band Display the connected band
IMEI Display the International Mobile Equipment Identity (IMEI)
IMSI Display the International Mobile Subscriber Identity (IMSI)
Cell ID Display the Cell Identity (CID)

Signal Strength

The signal strength to the remote connected base station. If the signal strength shows low,
please change the device location or mounting the antenna in better location.

Below are the signal strength definitions in our system:

Low: -113 dBm or less™~-95 dBm

Medium: -93 dBm ~ -85 dBm

Good: -83dBm ~-75 dBm

Excellent:-73 dBm ~-51 dBm

Not known or not detectable: No base station detected

RSRP Display the RSRP(Reference Signal Received Power) value. The higher value indicates better
signal power.
RSRQ Display the RSRQ (Reference Signal Received Quality) value. The higher value indicates

better signal quality.
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SIM Status Show the installed SIM Status.

SIM OK: The SIM card is okay to use.

SIM not inserted: The SIM card is not inserted.

SIM PIN Locked: The SIM card is locked due to PIN error. It may be caused by error
typing PIN password many times.

SIM PUK Locked: The SIM Card PUK is locked due to PIN error after user three times

input the wrong password. Contact the ISP to resolve the issue.

Connection Status Connection Status:
Connected: The cellular interface is connected.

Not Connected: The cellular interface is not connected.

IP Address The IP Address assigned by the ISP. While the cellular is connected, the IP address will

display here.
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3.5.2 CELLULAR SETTING

This section displays the Cellular Setting configuration page and also in this configuration page user may activate the
redundant SIM function. In this section, user may Enable/Disable the Cellular Interface, SIM Selection, Cellular
Redundant, Network Type; SIM 1/2 settings include the Operation code (MCC+MNC), APN, User Name, Password
and the Authentication mode. The system will check the status of the cellular module every few seconds, if it can’t
be configured, please wait a few second or refresh the web interface. After you changed the setting, the router will
reconnect to the base station and you will need to wait couple seconds for the new connection.

The figure below is the interface of the router:

Cellular Settings
Cellular/ETH-WAN Redundancy  Disable v

Cellular1 Profile

Cellular Interface ® Enable O Disable
SIM Selection ®sim1 O sime
Cellular Redundant O Enable @ Disable
Network Type
SIM1 Settings
SIM1 Operator Selection ® wanual Auto  (Max Response time 6 minutes, determined by network)
SIM1 Operator Code (MCC+MNC) [46692 | (Numeric format)
SIM1APN [internet |

SIM1 User Name [ |

SIM1 Password [ |

SIM1 Authentication ®@ciap Opap
SIM2 Settings
SIM2 Operator Selection ® Manual * Auto (Max Response time 6 minutes, determined by network)
SIM2 Operator Code (MCC+MNC) |48592 | (Numeric format)
SIM2 APN [internet |

SIM2 User Name [ |

SIM2 Password [ |

SIM2 Authentication ®cHap Opap

D 3

The description of the columns is as below:

TERMS DESCRIPTION
Cellular/ETH.WAN Default: Disabled
Redundancy User can choose the redundancy mode:

CellularfETH-WAN Redundancy |ETH-WA&N First,Cellular-WaN Backup
ETH-WAN First,Cellular-WAN Backup

Cellular-WaM First, ETH-WAN Backup

ETH-WAN First, Cellular-WAN Backup: by choosing this mode, the redundancy mode
would be like prioritize the ETH-WAN connection; if the ETH-WAN connection has a
problem then the Cellular-WAN would be the backup connection.

Cellular-WAN First, ETH-WAN Backup: by choosing this mode, the redundancy mode
would be like prioritize the Cellular-WAN connection; if the Cellular-WAN connection has a

problem then the ETH-WAN would be the backup connection.
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Cellular Interface

To enable or disable the cellular interface. Click check to disable the function.

SIM Selection

Default: SIM1
User can select the SIM card 1 or 2 that want to be activated or used.
Not every model supports dual SIM, if the hardware doesn’t support dual SIM, the SIM2

setting is not available.

Cellular Redundant

Default: Disable
By enable this function, the SIM redundant function will be activated. The main function of
this feature is to have the backup SIM if the main SIM card is unable to use or have a

problem connection.

Cellular Redundant ® Enable O Disable

Period

Redundant Parameters
Number of Retries |3 | (1-10)

Redundant Parameters configuration appears after the user enables the function. If the
SIM card cannot be read after the redundant parameters are expired then it will directly
change to read the other SIM card.

Period: Set the period time to read the SIM card. The default value is 30 Seconds.

Number of Entries: Set the number of entries to give the remaining trial to read the SIM

card. The default value is 3.

Network Type

Set the Network Type, the option would be:

Auto: Search the network automatically

2G Only: only receive the 2G signal.

3G Only: only receive the 3G signal.

LTE Only: only receive LTE/4G signal.

NR5G: only receive the 5GNR signal, or known as 5GNR SA mode.

LTE+NR5G: available to receive the 5GNR signal, or known as 5GNR NSA mode.

The network type in different models is different. The GUI only shows the available type.

SIM1/2 APN

Set the APN of the carrier provider.

SIM1/2 Operation
Code(MCC+MNC)

Set the MCC Mobile Country Code) + MNC (Mobile Network Code) of the carrier provider.
You can get the number while you apply the service from your carrier provider. For
example, the 46692 represents MCC=466 + MNC=92. The 466 represent for Taiwan, 92
represent for Chunghwa Telecom LDM, the network provider in Taiwan.

Note: We have APN/MCC+MNC code of the known providers written into our system, but,
it may not cover all countries/operators. If you can’t connect to internet, please double

check the APN and MCC+MNC code and enter the correct number manually.

SIM1/2 User Name

Set the User Name

SIM1/2 Password

Set the password.

SiM1/2

Authentication

Choose CHAP or PAP mode for the authentication mode.
CHAP: Challenge Handshake Authentication Protocol, With CHAP, the authenticator (i.e.

the server) sends a randomly generated "“challenge" string to the client, along with its
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hostname.
PAP: Password Authentication Protocol, PAP works basically the same way as the normal

login procedure. The authenticates itself by sending a user name and a password to the

server

Click Submit to apply the configuration.
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3.5.3 SIM SETTING

This section displays the SIM configuration such as SIM Status and SIM pin configuration. And in this section, user can
enable or disable the SIM protection function. Apply the PIN number to the SIM cards; and make sure user enters the
correct PIN number when activating the connection, after that the connection will start working. And also user can
change the new PIN settings.

The figure below belongs to the single SIM model:

SIM Setting
SIM Status SIM OK
Number of Retries Remain: 2
SIM1 PIN:

Confirm SIM1 PIN:
Remember PIN: Enable '® Disable

PIN Protection: Disable Disakble PIN v

(" Stibmit " | “Cancel |

The figure below belongs to two SIM models. It indicates the Current SIM Index section. To configure SIM 2 security,

you need to select the SIM 2 in SIM selection of the cellular setting page first.

SIM Setting

Current SIM Index 2

SIM Status SIM not inserted

SIM2 PIN

Confirm SIM2 PIN

Remember PIN Enable ® Dissble
PIN Protection Enable Disable PIN r

ubmit ] Cance

TERMS DESCRIPTION
Current SIM Index Display the current in used SIM Card slot (1 / 2)
SIM Status Show the installed SIM Status.

SIM OK: The SIM card is okay to use.
SIM not inserted: The SIM card is not inserted.
SIM PIN Locked: The SIM card is locked due to PIN error. It may be

caused by error typing PIN password many times.
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WARNING: SIM PUK Locked status will appear when the SIM Card PUK is
locked due to PIN error after user three times input the wrong password.

Contact the ISP to resolve the issue.

Number of Retries Remain

Display the remaining chance to enter the PIN numbers.

SIM1/2 PIN

Enter new SIM1/2 PIN numbers

Confirm SIM1/2 PIN

Confirm the new SIM1/2 PIN numbers

Remember PIN

Click enable to save the PIN numbers

PIN Protection

Activate the PIN protection feature. Choose the mode from the drop list.
Disable PIN: Disable the PIN Protection feature
Enable PIN: Activate the PIN Protection feature
Change PIN: Change the PIN number, make sure user type the new PIN
Number first at the SIM1 PIN textbox.

Click Submit to apply the configuration.
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3.5.4 Cellular Diag

The Celluar Diag is used to get further information for the device of cellular records.

Cellular Diagnosis

Generate Diagnosis File ener:
Download Diagnosis File Downioad
TERMS DESCRIPTION
Generate Diagnosis File Klick the button “Generate”.

The popup screen will ask “Are you sure to generate it now?”

Click “Yes/Sure” and wait for 10s to generate the log file.

Download Diagnosis File You can view the diagnostic information in the web page.

You can also klick the button “Download” to download the diagnosis log file.

You can send the file to our engineer for further diagnosis.

3.5.5 CELLULAR/WAN REDUNDANCY

The feature allows user setup the WAN to Cellular redundancy while Ethernet-WAN port link down or unexpected
failure, the cellular is activated automatically. Before enabled the feature, you should enabled the Ethernet Setting in

Router mode, which means the two Ethernet ports are separated to different network interface, the port 1 acts as

WAN port and port 2 acts as LAN port.

Home = Ethernet Port > Eth Settings

Eth Status Eth Settings

Ethernet Settings
Network Mode

The Cellular/Eth-WAN Redundancy setup page:

Cellular/ETH-WAN Redundancy

Cellular/ETH-WAN Redundancy | ETH-WAN First,Cellular-WAN Backup v

Enable Eth-WAN Ping Tracking

Ping IP Address

Ping Interval seconds
Startup Delay seconds
Ping Fail Counter

SSuomi J conee

The description of the columns is as below:
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TERMS DESCRIPTION

Cellular/Eth-WAN Mode Choose which is the main WAN interface and which is backup?
ETH-WAN First, Cellular-WAN Backup (Default) or
Cellulr-WAN First, Eth-WAN Backup:

Enable Eth-WAN Ping Tracking You can enable the Ping tracking to check the active status of the
WAN interface. After enabled and configured following settings, the
router will continuously check the status of the target IP address,
once the router can’t pin the target IP, the backup interface will be

activated immediately.

Ping Interval Ping interval time, default: 3 second
Startup Delay The router starts Ping tracking after the Startup Delay time.
Default: 120

Note: Considering the WAN interface may not get IP immediately

after system startup, please remain startup delay time longer.

Ping Fail Counter The counter indicates how many times ping fail means WAN interface

failure. Default: 4

3.5.6 DDNS SETTING

The DDNS (Dynamic Domain Name Service) is a method of keeping a domain name mapping to a dynamic public IP
address. A dynamic public IP address is assigned for every connection request. After the user sets up the DDNS
service, the DDNS service provider will automatically update the connection information if the public IP address has

been changed. In this section, the user may configure the DDNS Setting.

DDNS Settings

Enable Dynamic DNS

Service Provider awwv.dyn.com{dynamic) v
Domain Name

Login Name

Password

Confirm Password

TERMS DESCRIPTION

Enable Dynamic DNS Check the box to enable the function

Service Provider Select the Domain service provider from the list.
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Service Provider www.dyn.com{dynamic) A

www.dyn.com{dynamic)
wiww.dyn.com{custom)
wiww.dyn.com{static)
WIWW.NO-Ip.Com
dynamic.zoneedit.com

Domain Name Enter the domain name

Login Name Enter Login Name that used when applying the domain name
Password Enter Password that used when applying the domain name
Confirm Password Enter the Password once again to confirm.

After finishing configure any of the above setting, click on “Submit” to apply the configuration. Click “Save -> Save to

Flash” to permanently save the configuration.

3.5.7 SMS REMOTE Control

SMS Remote Control

SMS Remote Control [ Enable

s “Carer

User can send the SMS message to reboot the router from the cellphone. The SMS message format is “User Name,
Password, reboot”. For example: “admin, Admin@123, reboot”.
Note: The router support SMS message to reboot router currently, if you have other need, please contact our

Sales/Service div., we can discuss this by project need.

3.5.8 SMS Alert

SMS alerts, also known as SMS notifications or text alerts, are messages that are automatically sent to subscribers

who have indicated that they want to receive text messages.
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SMS Alert

SMS Alert
Periodical SMS

[ Enable

[] Enable

Periodical SMS Interval minutes

To phone number 1
To phone number 2
To phone number 3

To phone number 4

SN B e

The description of the columns is as below:

TERMS

DESCRIPTION

SMS Alert

Select the SMS Alert to Enable

Periodical SMS

Select the Periodical SMS Alert to Enable

Periodical SMS Interval

Set the Periodical SMS Interval time

To phone number 1

Set the phone number

To phone number 2

Set the phone number

To phone number 3

Set the phone number

To phone number 4

Set the phone number
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3.6 GPS

This GPS section has the function to show the current position of the device. The purpose of this feature is to display
the location of each device if there is device installation in large number. It could help the technician to track the
device location. WoMaster GPS feature is supported with the Global Navigation Satellite Systems use satellite
technology to provide insight on the geographic location of connected devices. GNSS is an inclusive term for the
category of global systems including GPS, GLONASS, BeiDou, and Galileo. Modern positioning and timing modules
have evolved to take advantage of multiple GNSS constellations at once. Combining multiple satellite systems
improves availability of signals, gives operators more access, and increases accuracy. Recent driving tests combining
GPS and GLONASS showed a noticeable improvement in both precision and performance when compared with
single system results. Whether user is navigating a position in a crowded city, a vast desert, or a dense forest,

utilizing multiple GNSS systems can help the device stays connected and centered.

3.6.1 GPS STATUS
The first configuration page is GPS Status, where user can see all of the GPS information such as the GPS Status, Date,

UTC, Latitude, Longitude, Altitude (m), Speed over ground(Km/h) and the Number of satellites.

GPS Status GP3S Setting

GPS Status

GPS
Status oK E
Date 180413
utc 0522540
Latitude 24 55.4195M
Longitude 121 32.9160E
Altitude(m) 65.0
Speed over ground(Km/h) 00
Number of satellites 3

The description of the columns is as below:

TERMS DESCRIPTION

Status Display the GPS interface status OK or Disabled

Date Display the current date.

uUTC Display the Coordinated Universal Time (UTC)

Latitude Display the latitude of the coordinate

Longitude Display the longitude of the coordinate

Altitude(m) Display the altitude of the coordinate show the height or distance of an
object from sea level.
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Speed over ground(Km/h) | Display the speed over ground.

Number of satellites Display the number of satellites that help to fix the position (Minimum 4

satellites).

At the status section, a MAP button appears. Click this button to show the specific location of your device through

the Google Maps. After user clicks the button, the figure below will be appeared.
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3.6.2 GPS SETTING

In this GPS Setting section, user can enable/disable the GPS Interface or Type specific GPS location by User Input.
GPS Settings

GPS Profile

GPS Mode O Disable

O
O User Input
Latitude Example: 25.034255
Longitude Example: 121.564483
(“subit|Cancel"|
The description of the columns is as below:
TERMS DESCRIPTION
Disable Display the GPS interface status OK or Disabled
GPS Enable the GPS interface. Note that the GPS antenna must be installed.
User Input Type the specific Latitude and Longitude address for your router.
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3.7 SECURITY

WoMaster Router provides several security features for User to secure access to its management functions and it

can be remotely managed (monitored and configured).

The following topics are included in this section:
3.7.1 Access Control

3.7.2 Outbound Firewall

3.7.3 NAT Setting

3.7.4 OpenVPN

3.7.5 IPSec Setting

3.7.6 L2TP Settings

3.7.1 ACCESS CONTROL
WoMaster router provides access control mode in several ways, such as Remote Management, WAN Service Access
Control and Custom Exception. By configuring this configuration, user can enhance the security access to the device.

Remote Management

Remote Management function, open the Remote Management, that would allow the user via the local access (WAN

Port) Remote Management the router.

Remote Management

Service Enable

Telnet | Enable
SNIMP #| Enable
S5H Enable
HTTPS Only Enable

The description of the columns is as below:

TERMS DESCRIPTION

Telnet Allows the user to remotely login and manage the device by Telnet. When user doesn’t

enable it, the connection through telnet will not allow.

SNMP Allows the user to remotely login and manage the device by SNMP. When user doesn’t

enable it, the connection through SNMP will not allow.

SSH Allows the user to remotely login and manage the device by SSH/ When user doesn’t

enable it, the connection through SSH will not allow.

HTTPS Only Allows the user to remotely login and manage the device by HTTPS access for secure

connection, and it would disable the HTTP access.

Once User finishes configuring the settings, click on Submit to apply configuration.
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HTTPS Only
HTTP Secure is the use of the HTTP protocol over an SSL/TLS protocol. It is used primarily to protect against

eavesdropping of communication between a web browser and the web site to which it is connected. This is
especially important when you wish to have a secure connection over a public network such as the internet. HTTPS
connections are secured through the use of certificates issued by trusted certificate authorities. When a web
browser makes a connection attempt to a secured web site, a digital certificate is sent to the browser so that it can

verify the authenticity of the site using a built-in list of trusted certificate authorities.

Your connection is not private

Attackers might be trying to steal your information from 192.168.10.1 (for example,
passwords, messages, or credit cards). Learn mare
NET:ERR_CERT_AUTHORITY_INVALID

] Automatically send some system information and page content to Google to help detect

dangerous apps and sites, Privacy policy

HIDE ADVAMNCED Back to safety

This server could not prove that it is 192.168.10.1; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192,168.10.1 (unsafe)

If user uses the HTTPS Only, a warning page would appear when user access the device in order to provide a secure
access. The picture above is the warning message about the digital certificate and user just need to accept this

warning by click “Proceed to 192.168.10.1 (unsafe)”.
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WAN Access

When user changes the device mode to router mode (Port 1 — WAN interface) the WAN Access feature can be
activated. This feature is about the exception to access the device through the WAN interface for security concern. So
that the access or the traffic that coming through the WAN interface can be limited as required. The user may choose
the Filter All functions to block all access from the WAN interface or enable the exception options, then the router

allows user to remotely access to the router from WAN interface.

Access Control = Outbound Firewall - NAT Setting - OpenvEN - IPSec Setting

(W)WAN Service Access Control

Cd Filter All

Service (WIWAN (Exception)
Web Enable

Telnet Enable

55H Enable

SHMP Enable

u.li ‘ hs:] i-i--‘

The description of the columns is as below:

TERMS DESCRIPTION

Filter All By select Filter All, it will block all external access from WAN interface to
the device (such as SSH, SNMP, Web and Telnet) and unblock the

exception options.

Web Select this option to allow access to the router using Web (HTTP or HTTPS)
from the WAN Interface

Telnet Select this option to allow access to the router using Telnet from the WAN
Interface

SSH Select this option to allow access to the router using SSH from the WAN
Interface

SNMP Select this option to allow access to the router using SNMP from the WAN
Interface

Once User finishes configuring the settings, click on Submit to apply configuration.
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Custom Exception

Another choice for the access control is also provided by WoMaster, it is called custom exception feature. Through
this feature, it can help to allow the incoming access through the firewall to local devices. If the condition does not

meet the requirement from the table, then the access would be denied.

Access Control = Outbound Firewall = MAT Setting - OpenvPN - IPSec Setting

Custom Exception

Incoming IP Address: 102 168.10.2
Src Port Range: 1 -|2

Dest Port Range: 1 -110
Comment:

Src Port Dest Port,_ - .
Range ~ Range * Comment & Select Edit

192.168.10.2 1-2 -10 E

The description of the columns is as below:

Src IP Address =

TERMS DESCRIPTION

Src IP Address Set up the source IP Address that may access the device.

Src Port Range Set up the source port range where the access came from.
Dest Port Range Set up the destination port range where the access is going to.
Comment Put any notes for the entry.

Select Select the table, so user can press Delete Selected to delete,
Edit Click edit to modify the parameters

Once User finishes configuring the settings, click on Submit to apply configuration and a new line will directly appear

on the table.
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3.7.2 OUTBOUND FIREWALL

WoMaster’ router has different types firewall settings, user can enable the setting, configure the rules. The following

section is Outbound Firewall Settings pages where user can configure the Outbound Firewall setting.

TERMS

DESCRIPTION

Source IP Filter

Source IP addresses Filtering from LAN to Internet through the router.

Destination IP Filter

Destination IP addresses Filtering from the LAN to Internet through the router.

Source Port Filtering

Source Ports Filtering from the LAN to Internet through the router.

Destination Port Filtering

Destination Ports Filtering from the LAN to Internet through the router

Src IP Filter

By entries parameter in this table, it can restrict certain types of data packets from the local network to the internet

through the Router. The Source IP Filter will help to filter all of the packets that coming into the router. If the source

IP is on the list, then the packets would be dropped. But if the source IP is not on the list, then the packets can be

received. Select Enable to activate Source IP Filtering, type the Local IP Address and Comment to write notes for the

entry. Click Submit to activate the settings. After applied, then user can see the new entry shown in the below table.

Access Control = Outbound Firewall = MNAT Setting OpenVFN - IPSec Setting
Source IP Filter

Source |P Filter: ¥| Enable

Local IP Address:

Comment:

hlli' i hs:l isi--i
Local IP Address 4 Comment % Select Edit
192.168.10.4 E

The description of the columns is as below:

TERMS DESCRIPTION

Local IP Address Display the Source IP address.

Comment Put any notes for the entry.

Select Select the table, so user can press Delete Selected to delete,
Edit Click edit to modify the parameters

Click Refresh to refresh the table
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Dest IP Filter

By entries parameters in this table are used to restrict the computers in LAN from accessing certain websites in WAN
according to IP address. The concept is the same as the source IP Filter. The packet would not send to the specific IP
Address that showed on the list. Only the IP Address that shows on the list that cannot receive the packets. Select
Enable to activate Destination IP Filtering, type the Destination IP Address and Comment to write a note for the

entry and then click Submit to apply the settings. After applied, then user can see the new entry shown in the below

table.

Destination IP Filter

Destination IP Filter: ¥/ Enable
Destination IP Address:

Comment:

Destination IP Address 4 Comment £ Select

192.165.10.3

Access Control - Outbound Firewall ~ NAT Setting « OpenvVPN -

IPSec Setting

Edit

The description of the columns is as below:

TERMS DESCRIPTION

Destination IP Address | Display the Destination IP address.

Comment Put any notes for the entry.
Select Select the table, so user can press Delete Selected to delete,
Edit Click edit to modify the parameters

Click Refresh to refresh the table
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Src Port Filter

Entries in this table are used to restrict certain ports of data packets from user’s local network to the Internet
through the Router. Use of such filters can be helpful in securing or restricting local network. The device just cannot

receive any packets from the source port that showed on the list, the other packet that sent from any source port

that not on the list would be received.

Select Enable Source Port filtering, type the Port Range of below Protocol type, the protocol type can be UDP, TCP

or Both. Type the Comment to write a note for the entry and then click Submit to activate the settings.

After applied, user can see the new entry shown in the below table.

Access Control -

Outbound Firewall ~ NAT Setting - OpenVPN - IPSec Setting

Source Port Filter

Source Port Filter:

Port Range:
Protocol:

Comment:

Source Port Range &

1-10

#| Enabla

Both v

Protocol % Comment 4 Select Edit

The description of the columns is as below:

TERMS

DESCRIPTION

Source Port Range

Display the Source Port Range (Range is from 1 to 65535)

Protocol Display the protocol that has been chosen by the user.
Comment Put any notes for the entry.

Select Select the table, so user can press Delete Selected to delete,
Edit Click edit to modify the parameters

Click Refresh to refresh the table
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Dest Port Filter

Entries in this table are used to restrict certain ports of data packets from user’s local network to Internet through
the router. Use of such filters can be helpful in securing or restricting local network. And the device cannot send any
packets to the destination port that showed on the list.

Select Enable Destination Port Filtering, type the Port Range of below Protocol type, the protocol type can be UDP,
TCP or Both. Type the Comment to write note for the entry and then press Submit to apply the settings.

After applied, then user can see the new entry shown in the below table.

Access Control - Outbound Firewall - NAT Setting - OpenVPN - IPSec Setting

Destination Port Filter

Destination Port Filter: ¥ Enable
Port Range: -
Protocol: Bath v
Comment:
Dest Port Range = Protocol £ Comment < Select Edit

1-10 TCP=UDP E

The description of the columns is as below:

TERMS DESCRIPTION

Dest Port Range Display the Destination Port Range (Range is from 1 to 65535)
Protocol Display the protocol that has been chosen by the user.
Comment Put any notes for the entry.

Select Select the table, so user can press Delete Selected to delete,
Edit Click edit to modify the parameters

Click Refresh to refresh the table
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3.7.3 NAT SETTING

Network Address Translation is the process where a network device, usually a firewall, assigns a public address to a
device or group of devices inside a private network. The main use of NAT is to limit the number of public IP addresses
an organization or company must use, for both economic and security purposes. The simple type of NAT provides
one to one translation of IP address. It can be used to interconnect two IP networks, normally one network is for
Local Area Network and the other network is for Wide Area Network/Internet. To support this function, there are
two ways to do it, by using Source Network Address Translation (SNAT), Destination Network Address Translation
(DNAT). Basically, Network Address Translation (NAT) occurs when one of the IP addresses in an IP packet header is
changed. In a SNAT, the destination IP address is maintained and the source IP address is changed. Most commonly, a
SNAT allows a host on the “inside” of the NAT, in an RFC 1918 IP address space, to initiate a connection to a host on
the “outside” of the NAT. It supports the Port Forwarding, DMZ and 1 to 1 NAT configuration. A DNAT, by way of
contrast, occurs when the destination address is changed and the source IP address is maintained. A DNAT allows a
host on the “outside” to connect to a host on the “inside”. In both cases, the NAT has to maintain a connection table
which tells the NAT where to route returning packets. An important difference between a SNAT and a DNAT is that a
SNAT allows multiple hosts on the “inside” to get to any host on the “outside”. By way of contrast, a DNAT allows any
host on the “outside” to get to a single host on the “inside”. It is supported in NAPT and 1 to 1 NAT features.

To configure the NAT Setting, the Port Forwarding, DMZ, Port Mapping Policy and 1 to 1 NAT configuration page are
provided in this section.

Port Forwarding

Port Forwarding

Port Forwarding Enable

Public Port Range:

IP Address:

Protocol: Both \
Port Range:

Comment:

Public Port, Local P
Range ™ Address ¥

Protocok Port Ranges Comment Select Edits

By configuring this table, it allows user to automatically redirect common network services to a specific machine
behind the NAT firewall. Select Enable to activate Port Forwarding function and then input all of the parameters to

configure the port forwarding.
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The description of the columns is as below:

TERMS DESCRIPTION
Port Forwarding Select Enable to activate Port Forwarding function.
Public Port Range Configure the port range, which will be public to a WAN / Internet. User can

configure one or a range of TCP/UDP port number.

IP Address Configure the IP Address of the LAN PC. The traffic from the public port

range will be redirected to this IP address.

Protocol Configure TCP, UDP or Both (TCP + UDP) protocol type.

Port Range Configure the port range of the LAN; the traffic from the public port will be

redirected to these ports.

Comment Add information to the entry.

Once User finishes configuring the settings, click on Submit to apply User configuration.

DMz
A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to its local private
network. Typically, the DMZ host contains device accessible to Internet traffic, such as Web (HTTP) servers, FTP

servers, SMTP (e-mail) servers and DNS servers.

DMZ
DMZ: Enable
DMZ Host IP Address: 0.0.0.0

u.li i Cance

Click Enable to activate the function and assign the IP address of DMZ Host IP Address. This is the DMZ computer’s IP

address. Click Submit to activate the function.

The description of the columns is as below:

TERMS DESCRIPTION

DMz Select Enable to activate DMZ function.

DMZ Host IP Address Configure the port range, which will be public to a WAN / Internet. User can
configure one or a range of TCP/UDP port humber.

Port Mapping Policy

This page allows user to configure the Port Mapping policy from NAT Setting.

Port Mapping Policy

Port Mapping Pelicy Reuse v

u.li- i h"i"'h"i‘
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The description of the columns is as below:

TERMS DESCRIPTION

Port Mapping Policy Default: Reuse
Reuse: Use the same port number that has been used to access the same

remote device.

Randomize: Change the port number every time access the remote device.

Click Submit to apply the configuration.

1to 1 NAT

One-to-one NAT is a way to make systems behind a firewall and configured with private IP addresses (those reserved
for private use in RFC 1918) appear to have public IP addresses. With one-to-one NAT, you assign local systems RFC
1918 addresses then establish a one-to-one mapping between those addresses and public IP addresses. For outgoing
connections SNAT (Source Network Address Translation) occurs and on incoming connections DNAT (Destination

Network Address Translation) occurs. Below is the 1 to 1 NAT section interface.

1to 1 NAT
1to 1 NAT #| Enable
Local IP Address 192.168.10.2
WAN IP Address 192.168.1.2
Comment Marketing Server

Submil hu; ncel i

Local IP ] WAN IP $ Comment Select Edit

192.168.10.1 192.168.1.1 Main Server E

Ar

The description of the columns is as below:

TERMS DESCRIPTION

1to 1 NAT Check the box to enable the function

Local IP Address The target local IP Address

WAN IP Address The incoming IP Address that coming through the WAN
Comment Enter a comment

Click Submit to apply the configuration.
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3.7.4 OPEN VPN

WoMaster router supports OpenVPN. It implements virtual private network (VPN) techniques for creating secure

point-to-point or site-to-site connections. It is possible to create one-to-many tunnel for the VPN Server. OpenVPN

implementation offers a cost-effective, simply configurable alternative to other VPN technologies. OpenVPN allows

peers to authenticate each other using a pre-shared secret key, certificates, or username/password. The server and

client have almost the same configuration. The difference in the client configuration is the remote endpoint IP or

hostname field. Also, the client can set up the keepalive settings.

OpenVPN Status

This section shows the VPN Client and Server current status.

OpenVPN Status

CrpenVPN
Client Status

Enabled

Connection Status

Server Status

Enabled

Access Control = Outbound Firewall = NAT Setting - OpenvPN - IPSec Setting

no

Disconnected

no

The description of the columns is as below:

TERMS

DESCRIPTION

Enabled

Default: no
yes: The VPN function is enabled.

no: The VPN function is not enabled

Connection Status

Default: Disconnected
Connected: The VPN connection is established

Disconnected: The VPN connection is not established

Click Refresh to update the information.
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OpenVPN Client
This page is about the OpenVPN Client configuration page. While the device set as the VPN client, the parameters

must follow the VPN Server settings. User should adjust the parameters with the administrator of the VPN server to

entry the correct parameters. Two VPN servers IP are also provided in order to have the backup connection for VPN

Server.

Access Control - Outbound Firewall - NAT Setting - OpenvPMN - IPSec Setting

OpenVPN Client

Enable VPN Client : Enable

Encryption Mode : * Static TLS

Server1: 192,168,101 {IF or Domain Name)
Server 2 : 0.0.0,0

Fort : 1194 (1-65535)

Tunnel Protocol : LDP A

Encryption Cipher : Blowfish CBC ¥

Hash Algorithm : SHAl v

ping-timer-rem : * Enable Disable

persist-tun : * Enable Disable

persist-key : *' Enable Disabile

LZO Compression : Enable '® Disable

Keepalive : * Enable Disable

Ping Interval : 10 (1-99299 seconds)

Retry Timeout : &0 (1-99999 seconds)

nobind : L

ifconfig : Local : [10.8.0.2 Remote - (10801
Route : IP: (0.0.0.0 MASK: 0.0.0.0
Save Log File : "Save..

i || Carcal~

The description of the columns is as below:

TERMS DESCRIPTION
Enable VPN Client Select Enable to activate the VPN Client function
Encryption Mode Choose the Encryption Mode

Static Key: Use a pre-shared static key.

TLS: Use SSL/TLS + certificates for authentication and key exchange.

Server 1 Type the IP Address of the VPN Server

Server 2 Type the second IP Address of the VPN Server if needed.
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Port

Default: 1194
Input the port number that VPN service used. Please check the VPN Server

port setting. The range from 1-65535.

Tunnel Protocol

Choose use TCP or UDP to establish the VPN connection.

Encryption Cipher

Select the encryption cipher from Blowfish to AES in Pull-down menus.

Hash Algorithm

Hash algorithm provides a method of quick access to data, including SHA1 -

SHA256 > SHA512 » MD5

ping-timer-rem

Default: Enable
Select enable or disable the ping-timer-rem, this function prevent

unnecessary restart at server/client when network fail.

persist-tun Default: Enable
Select enable or disable the persist-tun, enable this function will keep
tun(layer 3) device linkup after Keepalive timeout.

persist-key Default: Enable

Select enable or disable the persist-key, enable this function will keep the key

first use if VPN restart after Keepalive timeout.

LZO Compression

Default: Disable
Select use LZO Compression or not, this function compresses data to decrease

the traffic but also need more CPU effort.

Keepalive Default: Enable
Select enable or disable Keepalive function, this function is use to detect the
status of connection.

Ping Interval Default: 10

Input the ping interval, the range can from 1~99999 seconds.

Retry Timeout

Default: 60

Input the retry timeout, the range can from 1~99999 seconds.

nobind Check the box to activate nobind function. With nobind function, the source
ports are random.

ifconfig Input the tunnel IP addresses that VPN use.

Route Input the route IP and MASK. This is the target IP domain that user can access
through the VPN tunnel.

Save Log File Click Save to keep the VPN Client Log.

Click Submit to apply the configuration.
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OpenVPN Server

To help user create the One to One Secure connection for the remote devices, WoMaster device supports both

OpenVPN Server and OpenVPN Client. This Server setting allows user to configure the Secure M2M connection for

one remote Client. But WoMaster router also supports one to multiple for VPN Client.

Access Contral - QOutbound Firewall = MWAT Setting - OpenVPN - IPSec Setting
OpenVPN Server
Enable VPN Server Enable
Encryption Mode : ® Static TLS
Port : 1154 {1-65233)
Tunnel Protocol : Lo v
Encryption Cipher: Blowfish CBC T
Hash Algorithm : SHAL T
ping-timer-rem : *! Enable Disable
persist-tun : *! Enable Disable
persist-key : * Enable Disable
Use LZO Compression : Enable '® Disable
Keepalive : * Enable Disable
Ping Interval : 10 (1-99999 seconds)
Retry Timeout : &0 (1-99999 seconds)
ifconfig : Local :|10.8.0.1 Remote . 10.2.0.2
Route : 1P 0.0.0.0 MASK 0.0.0.0
Save Log File : m

The description of the columns is as below:

TERMS DESCRIPTION
Enable VPN Server Select Enable to activate the VPN Server function
Encryption Mode Choose the Encryption Mode

Static Key: Use a pre-shared static key.

TLS: Use SSL/TLS + certificates for authentication and key exchange.

Server 1 Type the IP Address of the VPN Server
Server 2 Type the second IP Address of the VPN Server if needed.
Port Default: 1194

Input the port number that VPN service used. Please check the VPN Server

port setting. The range from 1-65535.
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Tunnel Protocol

Choose use TCP or UDP to establish the VPN connection.

Encryption Cipher

Select the encryption cipher from Blowfish to AES in Pull-down menus.

Hash Algorithm

Hash algorithm provides a method of quick access to data, including SHA1,

SHA256, SHA512, and MD5

ping-timer-rem

Default: Enable
Select enable or disable the ping-timer-rem, this function is to prevent

unnecessary restart at server/client when the network fails.

persist-tun Default: Enable
Select enable or disable the persist-tun, enable this function will keep
tun(layer 3) device linkup after Keepalive timeout.

persist-key Default: Enable

Select enable or disable the persist-key, enable this function will keep the key

first use if VPN restart after Keepalive timeout.

LZO Compression

Default: Disable
Select use LZO Compression or not, this function compresses data to decrease

the traffic, but also need more CPU effort.

Keepalive Default: Enable
Select enable or disable Keepalive function, this function is used to detect the
status of the connection.

Ping Interval Input the ping interval, the range can from 1~99999 seconds.

Retry Timeout

Input the retry timeout, the range can from 1~99999 seconds.

ifconfig

Input the tunnel IP addresses that VPN use.

Route

Input the route IP and MASK. This is the target IP domain that user can access

through the VPN tunnel.

Save Log File

Click Save to keep the VPN Server Log.

Click Submit to apply the configuration.
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OpenVPN Certificate

Using digital certificates for authentication instead of preshared keys in VPNs is considered more secure. In

WoMaster’ devices, digital certificates are one way of authenticating two peer devices to establish a VPN tunnel.

Access Control = Outbound Firewall - NAT Setting « OpenvPN - IPSec Setting

VPN Key Management

Delete VPN Key: v
Upload VPN Key: Choose File | No file chosen m

The description of the columns is as below:

TERMS DESCRIPTION
Delete VPN Key Delete the selected certificate
Upload VPN Key Upload a certificate file from a specified file location
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3.7.5 IPSEC SETTING
Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP) communications by
authenticating and encrypting each IP packet of a communication session. By configure this configuration page, user

allows IPsec tunnels to pass through the router.

Access Control -

IPsec Settings

Enable IPsec

IPsec Status

Pre-shared Key :

Local IP :

Local Subnet :

Remote Host :

Remote Subnet :

Authentication Method :

IPsec Cipher Suites :

Qutbound Firewall = NAT Setting ~ OpenVPN IPSec Setting
Enable
Disconnected
PSK v
12345673 (max. length
25)

AES128-SHAL-DH.

(algorithms for ike and esp proposal)

0.0.0.0

(use 0.0.0.0 when wan is dynamic ip.)

ex o 192 168.10.0/24 | (Networkf/Netmask)
0000

(use 0.0.0.0 if remote is dynamic ip.)

0.0/24

o

(Metwork/Neimask)

The description of the col

umns is as below:

TERMS

DESCRIPTION

Enable IPsec

Select Enable to activate the IPsec function

IPsec Status

Display the IPsec status, whether it is connected or disconnected

Authentication

Method

Default: PSK

Optional: Pre Shared Key or Certificate

Pre-shared key

Default: 12345678

Set the preshared key

IPsec Cipher Suites

Default: AES128-SHA1-DH2
Set algorithms for IKE and ESP proposal, choose AES128-SHA1-DH2, DES-SHA1-DH2 and
3DES-SHA1-DH2

Local IP

IP Address of the local side of the tunnel. (Use 0.0.0.0 when WAN is dynamic IP.)

Local Subnet

Set IPSec local protected subnet and subnet mask, i.e. 192.168.1.0/24

Remote Host

Default: 0.0.0.0

Set IPsec Remote Host, use the default setting if remote is dynamic IP

Remote Subnet

Set IPsec Remote Protected Subnet/Subnet Netmask

Click Submit to apply the configuration.
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PUBLIC
OpenVPN Server NERWORK OpenVPN Client

LTE to Internet

™=

thl
58.2.34.100
Eth2 Eth2
IP- 192.168.10.1 I VPN Tunnel | -192.168.30.1
VPN Tunnel

Default RouteIP:
58.2.34.100 <->0.0.0.0
VPN ifconfig:

10.8.0.1 <->10.8.0.2

PC1 PC2
IP: 192.168.10.100 IP: 192.168.30.3
Gateway:192.168.10.1 Gateway:192.168.30.1

The topology above is about how the branch office can get the access to the headquarter server. The two laptops are
connected to the device using the Ethernet cable.

The laptop at the branch office picks a role as the VPN Client and the laptop at headquarter picks a role as the VPN
Server. To get the access to the server the branch office need to connect to the VPN Server. As we can see the
connection is established through the LTE connection. In this case, IPsec connection needs to be enabled. See the

setting below.

Access Control ~ Outbound Firewall ~ NAT Setting ~ OpenVPN ~ IPSec Setting

IPsec Settings

Enable IPsec ¥ Enable

IPsec Status Connected

Authentication Method : PSK v

Pre-shared Key : ;52)3'45678 s Yo
IPsec Cipher Suites : AES128-SHAL-DH. ¥

(algorithms for ike and esp proposal)
Local IP : 192.168.10.1

(use 0.0.0.0 when wan is dynamic ip.)
Local Subnet : 192.168.10.0724 (Network/Netmask)

Remote Host : 58.2.34.100
(use 0.0.0.0 if remote is dynamic ip.)
Remote Subnet : 58.2.34.100/24 (Network/Netmask)

When the connection is enabled, then the IPsec status will directly change to connected status, which means that

the connection is established. So that the laptop at the branch office can access the server at headquarter.
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3.7.6 GRE SETTING

GRE (Generic Routing Encapsulation RFC2784) is a solution for tunneling RFC1812 private address-space traffic over
an intermediate TCP/IP network such as the Internet. GRE tunneling does not use encryption it simply encapsulates
data and sends it over the WAN port only. This page allows user to set up GRE tunnels and view information about

the amount of data transmitted and received.

GRE Setting

GRE

Remote IP Address
Virtual Remote IP Address
Virtual Local IP Address
Virtual Local Subnet Mask

Tunnel Route

Tunnel Route Subnet Mask
Key

Comment

S

| “Cancel”|

Virtual
Local
Subnet
Mask

Virtual

Virtual
Remote |ﬁ

R Local IF°

Enable

Route
Subnet Key
Mask

Route Comment Select Edit

The description of the column is as below:

TERMS

DESCRIPTION

GRE

Check the box to enable the function.

Remote IP Address

Set the remote real IP Address of the GRE Tunnel

Virtual Remote IP Address

Set the remote virtual IP Address of the GRE tunnel.

Virtual Local IP Address

Set the local virtual IP Address of the GRE tunnel.

Virtual Local Subnet Mask

Set the remote virtual Netmask of the GRE tunnel.

Tunnel Route

Route, the default value is 0.0.0.0

Tunnel Route Subnet Mask

Set the subnet mask for the route

Key Enter the key for the GRE tunnel.
Comment Enter any comment to describe the configuration.
Select Select the list on the table, so user can press Edit or Delete Selected

to delete.

Click the Refresh button to refresh the list.

3.7.7 L2TP SETTING
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L2TP is a popular choice for remote roaming users for VPN applications since an L2TP client is built in to the
Microsoft Windows operating system. In computer networking, Layer 2 Tunneling Protocol (L2TP) is a tunneling
protocol used to support virtual private networks (VPNs) or as part of the delivery of services by ISPs. It does not
provide any encryption or confidentiality by itself. Rather, it relies on an encryption protocol that it passes within the

tunnel to provide privacy. Below is the L2TP Server Setting interface.

L2TP Server Setting
L2TP Server #| Enable
Local IP Address 192.168.10.1
Offered IP Range 192.168.10.11 ~182.168.10.101
Authentication Setting
Authentication Method Pap v
The description of the column is as below:
TERMS DESCRIPTION
L2TP Server Check the box to enable the function.

Local IP Address The IP Address of the L2TP Server.

Offered IP Range Offered IP Address range for the L2TP Clients (Maximum 10 clients)

Authentication Method | This section belongs to User Setting section. User can choose authentication using

the password authentication protocol (PAP) and challenge handshake

authentication protocol (CHAP).

Click the Submit button to apply the configuration.

Below is the User Setting for the L2TP Authentication connection.

User Setting

User Name test

Password test

("™ ) e

UserName  # Password * Selects Edit

wWomasier

womaster

The description of the column is as below:

TERMS DESCRIPTION

User Name Username for L2TP connection

Password Password for L2TP connection

Select Select the list on the table, so user can press Edit or Delete Selected to delete.

Click the Refresh button to refresh the list.

83




3.8 ROUTING

Layer 3 routing feature is requested since the hosts located in different broadcast domain can’t communicate each
other. The WoMaster Industrial Router is supported with two routing methods: static routing and dynamic routing.
Dynamic routing makes use of RIPv2. The user can choose one routing method or combine the two methods to

establish the routing table. In this Routing pages allows users create the Static Route and RIPv2 to do the routing.

3.8.1 ROUTE

There are two subdirectories, Static Route and Route Table.

Home > Routing > Route > Static Route

Route ~ RIP OSPF ~
Static Route

Route Table

A static route is a route that is created manually by a network administrator. Static routes are typically used in
smaller networks. In static routing, the Router's routing table entries are populated manually by a network
administrator. The opposite of a static route is a dynamic route. In dynamic routing, the routing table entries are
populated with the help of routing protocols.

The major advantages of static routing are reduced routing protocol router overhead and reduced routing protocol
network traffic. The major disadvantages of static routing are network changes require manual reconfiguration in
routers and network outages cannot be automatically routed around. Also it is difficult to configure static routing in
a complex network.

Below is the Static Route section interface.

Static Route

Destination 192.0.2.0

Netmask 2552552550
Gateway 10.0.0.1

Metric ]

Interface WAN v

Desfination MNetmask Gateway Metric Interface Select Edit

192.0.20 28¢5, 255 2550 . 0 WAN E

Below figure show the Route Table.
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Route Table

(FEHFESTN

Protocol Destination Connected via via Interface Status
Static 0.0.0.0/0 192.168.42 1 active

Connected | 192.168.10.0/24 direct LAN acfive

Connected | | 192.168.42.0/24 direct active

The description of the column is as below:

TERMS DESCRIPTION

Destination The Destination network IP address. For example,192.168.10.0

Netmask Destination network’s subnet mask.

Gateway Gateway. Factory default is blank (0.0.0.0).

Metric Assigns a cost to each available route so that the most cost-effective path can be.

Interface The outgoing network interface. LAN, WAN, and Cellular are available to setup here.

Select Select the list on the table, so user can press Edit or Delete Selected to delete.

Route Table The table shows the configured Static Route entry or the Connected Route entries.
You can view the destination IP network/Subnet Mask, connected IP address and its
status. You can view the connected route entries. It indicates the destination IP
network/ Subnet Mask, direct connect or learnt, and its current status.

Click the Refresh button to refresh the list.

3.8.2RIP

WoMaster Industrial Router is supported with RIPv2. The Routing Information Protocol (RIP) is a distance-vector,
interior gateway (IGP) routing protocol used by routers to exchange routing information. RIP uses the hop count as a
routing metric. RIP prevents routing loops by implementing a limit on the number of hops allowed in a path from the
source to a destination. The maximum number of hops allowed for RIP is 15. This hop limit, however, also limits the

size of networks that RIP can support. RIP version 2 (RIPv2) was developed due to the deficiencies of the original RIP.

RIP Configuration
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Route « RIP OSPF ~

RIP Configuration

Enable RIP Protocol

Network Address

Netmask

o) (cwiea)

Routing For Network Status

Network Address

Netmask

Select

Edit

The description of the column is as below:

TERMS

DESCRIPTION

Enable RIP Protocol

Submit button to apply RIP protocol setting.

Routing for Networks

All the networks no matter directly connected or learned from other
router/switch should be added to the switch. After typing the network

address and netmask, click the Submit to add a routing network.

Click the Submit button to add a routing network.

Click the Delete Selected button to remove selected network address. Click the Delete All button to remove all

network address. Click the Refresh button to refresh RIP information.

Interface Configuration

Interface Configuration

Interface Send Version

Receive Version

LN v| [2

v| |Both

“Submit "l “Cancel"|

Interface Status

Interface Send Version
WAN 2
LAN 2

Receive Version

Select Edit

1,2 O ﬁ

TERMS

DESCRIPTION

Interface

The IP interface, LAN or WAN

Send Version

Send version of the target interface, you can select RIPv1 or RIPv2.
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Receive Version Receive version of the target interface, you can select RIPv1, RIPv2 or Both

Click the Submit button to apply RIP interface settings.
Click the Delete Selected button to remove selected interface. Click the Delete All button to remove all network

address. Click the Refresh button to reload RIP interface configuration.

3.8.3 OSPF

Open Shortest Path First is a link-state protocol that equips the IP, mask, the type of network, the routers connected
to that network. The State is its relationship to its neighboring routers. The Metric is the distance between the 2
links; it is usually the bandwidth of the link in link-state protocol. The Link State Database is the collection of all these
link states. The destination network address, the shortest metric to the network and the IP address of the next hop
are specified in the link state database. It propagates link-state advertisements (LSAs) to its neighbor switches. When
compared with RIP (Routing Information Protocol) which is a distance-vector based routing protocol, OSPF can
provide scalable network support and faster convergence time for network routing state. OSPF is widely used in
large networks such as ISP (Internet Service Provider) backbone and enterprise networks.

The OSPF is a complex protocol which defines the role of the router/switch when it is installed in different Areas. The
Area is a group of routers, the OSPF uses flooding to exchange link-state updates between routers. The routers
within the same area update its routing table. Any change in routing information is flooded to all routers in the same
area.

WoMaster Layer3 Managed Switch design comforts to the OSPF Version 2 specification. Typically, the switch acts as
the Internal Router, a router within the area; the Designated Router, the Master router in the same broadcast
domain within the area; the Area Board Router which is the boundary router between different area. While

configuring the OSPF network, the area ID should be configured with the same IP address or the same area ID.

OSPF Setting

QSPF Setting

O 5PF Protocol |Disable v

Router ID
(“Submit |

Routing for Networks

Metwork Address 4 (AB.CODM) Ares

Inex Network Address Area

[“Remove Selected | Reload |

OSPF redistribute option

Redistibute Type | connected ¥ | Meiric Valus Metric Type | none T

Lot

Redistribute . Metric
Type Type
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TERMS DESCRIPTION

OSPF Protocol Enable or Disable the OSFP routing protocol.

Router ID The router ID can be any IP address, however, the IP address of the existed
local interface is suggested. With such IP address, you can find the
router/switch easier.

Router ID is used while connected multiple OSPF routers/switches to the
same broadcast domain, the lowest Router ID will be selected as the

Designated Router in the network.

Routing for Network Type the Network Address and the Area ID in the field.

Click Add to apply the setting then the new entry will appear in the network table below. Click the Remove Selected

button to remove the selected network. Click the Reload button to reload the table.

NOTE: All the Area ID of the router/switch within the same area should use the same IP address or ID. All

the network address should be added.

OSPF Interface Setting

OSPF Interface Setting

Interface Area Cost Priodty 12NSM Lonn Dead  Retransmit

Delay
=3
TERMS DESCRIPTION
Interface The VLAN Interface name.
Area The area ID of the Interface you added. The Area ID must be the same for all

routers/switches on a network.

Cost The distance of this link/Interface, the default is identified depends on what the

bandwidth is by the system. The value can be changed to decide the best router.

Priority The priority of this link/Interface. Set priority to help find the OSPF designated

router for a network. The default is 1. The range is 0 to 255.

Transmit Delay The transmit delay timer of this link/Interface. Transmit Delay is the estimated
number of seconds to wait before sending a link state update packet. The default

value is 1 second.

Hello The Hello timer of this link/Interface. The value must be the same for all
routers/switches on a network. The default value is 10 seconds. The min. value is

1.

Dead The Dead Interval Timer of this link/Interface. The Dead timer is the time to
identify whether the interface is down or not before the neighbors declare the
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OSPF router to be down. The default value is 4 times (40 seconds) than the Hello

interval (default is 10).

Retransmit The count of Retransmit of this link/Interface. The Retransmit time specifies the

number of seconds between link state advertisement transmissions. The default

value is 5 seconds.

Once finish configuring the settings, click on Apply to apply configuration.

OSPF Area Setting

This page allows user to configure the OSPF Area information. An OSPF domain is divided into different areas. Areas
are logical grouping of hosts and networks, including their routers having interfaces connected to any of the

included networks. Each area maintains its own link state database. In OSPF, all areas must be connected to a

OSPF Area Setting
O 3PF Area Table

Area Default Cost Shorteut Stub

h,, [ i hi f'i"ii"'d h'i' = i
O5PF Range Table

Area Range (A.B.C.0VM)

L)

Area Range

QO 5PF Virtual Link Table

Area Virtual Link (AB.C.D)

L

e

Area Virtual Link

backbone area. The backbone area is responsible for distributing routing information between non-backbone areas.
The WoMaster Switch is usually installed as internal router of a single Area environment. While there are multiple

areas in the network, this page allows modify the Area information and Virtual Link.

TERMS DESCRIPTION

Area This field indicates the area ID. Select the ID you want to modify here.

Default Cost The default cost of the area ID.

Shortcut No Defined, Disable, Enable. This indicates whether the area is the OSPF
ABR shortcut mode.
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Stub Represents whether the specified Area is a stub area or not. The possible

values are No Defined, No Summary and Summary. Summary is used to

advertise summary routes.

Click the Apply button to apply OSPF area settings. Click the Remove Selected button to remove selected area.

Click the Reload button to reload OSPF area configurations.

OSPF Neighbor Table

This page allows user to see the OSPF Neighbor information. The Neighbor interface and its state will be listed here.

OSPF Neighbor Table

Meighbor ID Priority State Dead Time IP Address Interface

TERMS DESCRIPTION

Neighbor ID Display the Router ID of the Neighbor routers/switches.

Priority Show the priority of the link.

State While the State is changed to Full, which means the exchange progress is
done.

Dead Time The activated time of the link.

IP Address Shows the learnt IP interface of the next hops.

Interface Shows the connected local interface.

Click Reload to update the information from the table.

OSPF Database

OSPF Database

QSPF Routing Process not enabled

Click Reload to update the information.
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3.9 WARNING

WoMaster’ router provides several types of Warning feature for remote monitoring of end devices status or network

changes.

3.9.1 EMAIL ALERT

WoMaster router supports E-mail Warning feature. With this function being enabled, the user is allowed to

configure the detail settings for sending the e-mail alert to the SMTP server when the events occur. This page allows

User to enable E-mail Alert, assign the SMTP Server IP, Sender E-mail, and Receiver E-mail. If the SMTP server

requests User to authorize first, User can also setup the username and password on this page.

Email Alert Ping Wa

Email Alert

Email Alert

SMTP Server IP:
Email Account:
Authentication :
User Name:
Password:
Confirm Password:
Email 1 To:

Email 2 To :

tchdo Syslog Settin Relay Cutput Event Type SNMP ~
g yslog g y Lutp ¥p

Enable

MNone v

The description of the columns is as below:

TERMS

DESCRIPTION

Email Alert

Check the to enable the function

SMTP Server IP Address

Enter the IP address of the Email Server

Email Account

Enter the Email Server Account

Authentication

Choose the Authentication mode (None, Plain, Login)

User Name

Enter email Account name (Max.40 characters)

Password

Enter the password of the email account

Confirm Password

Re-type the password of the email account

User can set up to 2 emai

| addresses to receive email alarm from the router

Email 1 To

The first email address to receive an email alert from the router (Max. 40 characters)

Email 2 To

The second email address to receive an email alert from the router (Max. 40

characters)

Once User finishes configur

ing the settings, click on Submit to apply the User configuration.
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3.9.2 PING WATCHDOG

Ping Watchdog

Email Alert Ping Watchdog

Syslog Setting Relay Output Event Type SNMP -

Enable Ping IP Address 1 0.0.0.0

Enable Ping IP Address 2 0.0.0.0
Ping Interval 300 ssconds
Watchdog Deferred 120 seconds(=120)
Ping Fail Counter 30

Ping Watchdog is a feature that helps WoMaster’ router to allow user continuously ping a specific remote host for
connection status using a user-defined IP address (or an Internet gateway). In this section, WoMaster provides two
target IP Addresses, in order if the other IP Address cannot be reached, so there is another backup IP address. There
are two conditions in this Ping Watchdog section, the first one is when the device continuously ping the target IP and
in the end, it can reach one of the target IPs the device would not reboot. But if both targets IPs cannot be reached,
the device will start counting the Ping Fail Counter time till it can be reached. If it is unable to ping the target IP

address, this device will automatically reboot. After User finishes configuring the settings, click on Submit to apply

User configuration.

The description of the columns is as below:

TERMS

DESCRIPTION

Enable Ping IP Address 1

Clicks enable to activate the feature. Set the first IP Address to check if the

device is alive or not

Enable Ping IP Address 2

Clicks enable to activate the feature. Set the second IP Address to check if

the device is alive or not

Ping Interval Default: 300 (seconds)
Set the interval timer to Ping the remote device. Every 300 seconds the
device will try to ping the target IP.

Watchdog Deferred Default: 120 (seconds) >120

The device needs time to boot, the startup delay use to buffer to prevent the

device continue to reboot itself.

Ping Fail Counter

Default: 30
When the remaining Ping Fail Counter reach to 0 or reach the failure count,

the device will reboot.

Click Submit to apply the configuration.

3.9.3 SYSLOG SETTING

System Log is useful to provide system administrator locally or remotely monitor router events history.
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Email Alet  Ping Watchdog Syslog Setting Relay Output ~ EventType  SNMP ~
System Log
¥/ Enable Remote Syslog Server

IP Address: 1092168101

Port: 514

Once User finishes configuring the settings, click on Submit to apply User configuration. User can monitor the system
logs in [Diagnostics] / [Event Log] page

The condition or term described as following table.

TERMS DESCRIPTION

Enable Remote Syslog Server Select Enable to enable system log

IP Address Specify the IP address of the server.
Default: 514

Port
Specify the port number of the server

After finish with the configuration, clicks Submit to activate the function.
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3.9.4 RELAY OUTPUT

WoMaster’ router provides 1 alarm relay output, also known as Digital Output. These settings in Relay Output

section control the events that will trigger the alarm output. The Relay Output configuration interface has shown as

below:

Relay Output

Relay Open

Link Failure pot (J¢1 O2 Oz O4 Os

The condition or term described as following table.

TERMS CONDITION DESCRIPTION
The status change to ON if any kind of failure is detected. OFF if
Relay ON or OFF
the status is normal.
Link Failure LAN Port number 1-5 Monitoring port link down event
Relay alarm based on the DI status change.
DI 1/2/3 Specify DI status
Note: Only supported in the model with DI functionality.

After finishing the configuration, clicks Submit to activate the relay alarm function.

3.9.5 EVENT TYPE

In this page user allowed to select the Event Type Event Warning Type: The event warming type selection. It has two

event types, Authentication Failure and Configuration Changed.

Email Alert Ping Watchdog Syslog Setting Relay Output Event Type SNMP -
Event Type
Event Type Enable
Authentication Failure ¥ Enable
Configuration Changed #| Chable
uili' i Lance
TERMS DESCRIPTION

Authentication When the authentication fails, the system will issue the event log/email alert to

Failure the system log/SMTP server respectively.

Configuration When there are any kinds of changing in the configuration, the system will issue

Changed the event log/email alert to the system log/SMTP server respectively.
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Click Submit to apply the configuration.

3.9.6 SNMP

SNMP is a standard TCP/IP protocol for network management. Network administrators use SNMP to monitor and
map network availability, performance, and error rates. System management software uses SNMP to allow
administrators to remotely monitor and manage thousands of systems on a network, often by presenting the data

gathered from monitored devices in a snapshot or dashboard view. WoMaster’ Router support SNMP V2c and V3

SNMP Settings

Enable SNMP Enable

Protocol Version
Server Port 161

Get Community  [rere |

Set Community  [sseeees |

SNMP Trap Server

SNMP Trap [J Enable

Trap Server 0.0.0.0

Trap Community [+

Submit | “Cancer”|

SNMP Setting

In this page, user may configure the SNMP setting, click enable to activate the function. Select the Protocol version
(V2c/V3), configure the server port, set up the password for the Get Community and specify the password for Set

Community.

SNMPv2C

SNMPv2c is a sub-version of SNMPv2. Its key advantage over previous versions is the Inform command. Unlike Traps,
which are simply received by a manager, Informs are positively acknowledged with a response message. If a
manager does not reply to an Inform, the SNMP agent will resend the Inform.

SNMP V3

SNMPv3 is the newest version of SNMP. Its primary feature is enhanced security.

SNMPv3 security comes primarily in 2 forms:

® Authentication is used to ensure that traps are read by only the intended recipient.

® Privacy encrypts the payload of the SNMP message to ensure that it cannot be read by unauthorized users.
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The description of the columns is as below:

TERMS

DESCRIPTION

Enable SNMP

Click the box to enable the SNMP function.

Protocol Version

Default: V2c

Select the SNMP protocol version.

Server Port

Protocol Version W2 v
cerver Port I
Default: 161

Sets the port on which SNMP data has been sent. User can specify port by marking

on user defined and specify port that user wants SNMP data to be sent.

Get Community

Default: public
Create the name for a group or community of administrators who can view SNMP
data. For security reasons, any numbers you enter will not be displayed in plain

text.

Set Community

Default: private
Create the name for a group or community of administrators who can write or edit
SNMP data. For security reasons, any numbers you enter will not be displayed in

plain text.

After finishing the configuration, clicks Submit to activate the function.

SNMP Trap Server

SNMP trap is the most frequently used SNMP messages. These messages are sent to the manager by an agent when
an issue needs to be reported. SNMP traps are quite unique if compared to other message types, since they are the

only method that can be directly initiated by an SNMP agent. The other types of messages are either initiated by the

SNMP manager or sent as a result of the manager’s request. This ability makes SNMP traps indispensable in most

networks. It is the most convenient way for an SNMP agent to inform the manager that something wrong is going on.

The description of the columns is as below:

TERMS

DESCRIPTION

SNMP Trap

Clicks enable to activate the function. All of events that associated with the device

will be sent to the server in real time, and can be seen by remote clients

Trap Server

Default: 0.0.0.0

Set the IP Address of the trap server where to report the events.

Trap Community

Default: public
Create the name for a group or community of administrators who can allow
reporting the events. If the group is match then the events can be reported. For

security reasons, any numbers you enter will not be displayed in plain text.

After finish with the configuration, clicks Submit to activate the function.
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SNMP V3

SNMP v3 can provide more security functions when the user performs remote management through SNMP protocol.
This field displays the SNMPv3 configuration page for Admin and User. If the value from Access Type is set to Read-
Write, the SNMPv3 user will be able to set and retrieve parameters on the system. And if the value is set to Read
Only, the SNMPv3 user will only be able to retrieve parameter information. It delivers SNMP information to the
administrator with user authentication; all of data between the router and the administrator are encrypted to ensure
secure communication. SNMPv3 requires an authentication level of MD5 or DES to encrypt data to enhance data

security. To activate the page make sure user has already chosen SNMPv3 at the SNMP Setting page.

Email Alert Ping Watchdog Syslog Setting Relay Output Event Type SNMP -
SNMP V3
SNMPv3 Admin Enable
Admin User Name: SNMPv3Admin
Admin Password:
Confirm Password:
Access Type: Read/Write v
Authentication Protocol: MDS v
Privacy Protocol: None v
SNMPv3 User Enable
User Name: SNMPv3User
Password:
Confirm Password:
Access Type: ead Only v
Authentication Protocol: MDS v
Privacy Protocol : None v
TERMS DESCRIPTION

SNMPv3 Admin

Clicks enable to activate the function and the entries for SNMPv3 Admin.

Admin User Name

Default: SNMPv3Admin
Set up the User Name for the SNMPv3 Admin

Admin Password

Set up the Password for the SNMPv3 Admin

Confirm Password

Confirm the Admin for the SNMPv3 Admin

Access Type

Access type for the SNMPv3 Admin, choose Read Only or Read and Write

Authentication Protocol

Default: MD5

Provides authentication based on MD5 or SHA algorithms.

Privacy Protocol

Specify the encryption method for SNMP communication. None and DES are
available.

None: No encryption is applied.
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DES: Data Encryption Standard, it applies a 58-bit key to each 64-bit block

of data.
SNMPv3 User Clicks enable to activate the function and the entries for SNMPv3 User
User Name Default: SNMPv3User

Set up the User Name for the SNMPv3 User

Password Set up the Password for the SNMPv3 User

Confirm Password Confirm the Admin for the SNMPv3 User

Access Type Access type for the SNMPv3 User, choose Read Only or Read and Write
Authentication Protocol Default: MD5

Provides authentication based on MD5 or SHA algorithms.

Privacy Protocol Specify the encryption method for SNMP communication. None and DES are
available.
None: No encryption is applied.

DES: Data Encryption Standard, it applies a 58-bit key to each 64-bit block

of data.

3.9.7 PERIODIC REBOOT

The setting allows you reboot the device in case some un-controller error in remote site. This is one type of the
watchdog feature, it is better to configure longer period, and please Notice that the router will periodically reboot
the router even the router works normally. The period is configurable, allowing at Daily Reboot Time or specific time

of periodic resets.
Periodic Reboot Settings

O Disable

O Daily Reboot Time

® Feriodic Reboot Hour(s) | 1 hour v
5 haurs -
6 haurs
[ Submit [ Cancel [ e
& hours
9 haurs
10 hours
11 hours
13 hours
14 hours
15 hours
16 hours
17 hours
18 hours
19 hours
20 hours
21 hours
22 hours
23 hours
24 hours
TERMS DESCRIPTION
Disable Disable the feature
Daily Reboot Time Type the specific daily reboot hour time of hour/minute.
The format is HH:MM, ex: 23:00
Periodic Reboot Hour(s) Select the period time you prefer in this column.
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3.10 DIAGNOSTICS

WoMaster Router provides several types of features for User to monitor the status of the router or diagnostic for

User to check the problem when encountering problems related to the router.

Following commands are included in this group:
3.10.1 Event Logs

3.10.2 ARP Table

3.10.3 Ping

3.10.4 Trace Route

3.10.5 Network Statistic

3.10.1 EVENT LOGS
When remote System Log server mode is activated, the router will record occurred events in local log table. This

page shows this log table. The entry includes the index, occurred data, time and content of the events.

Event Logs ARF Table Ping MNetwork Statistics
L0 LU IS-USUL 14, .57 .40 (W= ] WP REUQUL EIUIED MIUUUE .. -
627 2018-03-02 14:38:23 cellular Cellular starts to connect!
628 2018-03-02 14:35:43 cellular Reboot Cellular Module ..
629 2018-03-02 14:30:26 cellular Cellular starts to connect!
630 2018-03-02 14:30:48 cellular Reboot Cellular Module ..
631 2018-03-02 14:40:29 cellular Cellular starts to connect!
632 2018-03-02 14:40:49 cellular Reboot Cellular Module ..
633 2018-03-02 14:41:32 cellular Cellular starts to connect!
534 2018-03-02 14:41:52 cellular Reboot Cellular Module ..
635 2018-03-02 14:42:35 cellular Cellular starts to connect!
636 2018-03-02 14:42°55 cellular Rebaoot Cellular Module ..
637 2018-03-02 14:43:32 cellular Cellular starts to connect!
638 2018-03-02 14:43:58 cellular Reboot Cellular Module ..

TERMS DESCRIPTION

# Event index assigned to identify the event sequence.

Time The time is updated based on how the current date and time is set in the Basic Setting page.
Source Show the log’s source.

Message Show the record status.

Click Reload to refresh the table. Click Clear to remove the entire event logs list. User may download the event logs
file by click Download.

3.10.2 ARP TABLE
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Basically, WoMaster device is supported with two types of ARP which is the standard ARP and ARP with 802.2 LLC

Type 2. Address Resolution Protocol (ARP) is a protocol for mapping an Internet Protocol address (IP address) to a

physical machine address that is recognized in the local network. A table, usually called the ARP cache, is used to

maintain a correlation between each MAC address and its corresponding IP address. ARP provides the protocol rules

for making this correlation and providing address conversion in both directions. The other ARP feature is ARP with

802.2 LLC Type 2 is the new level of ARP where the device will response the request of 802.2 snap ARP on the

Ethernet port and not support sending the request of 802.2 snap ARP. Below is the Data format.

Data Format

Protocol Header:

802.3 + 802.2 LLC + 802.2 snap

|- (DS + SA + Len) -|- DSAP + SSAP + CTRL -|- Org + type

This page shows the routers active ARP table. An ARP table contains recently cached MA

immediate device that was communicating with the router.

C addresses of every

Event Logs ARP Table

ARP Table

IP Address
192.168.10.80

Ping Metwork Statistics

MAC Address
70:8b:cd:03:b5:E7

Interface

brD

Click on Reload to change the value.
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3.10.3 PING
WoMaster’ provides Ping utility in the management interface, the function is to give users a simple but powerful tool
for troubleshooting network problems and check that the remote device is still alive or not. Type Destination IP

address of the target device and click on Ping to start the ping.

Event Logs ARP Table Ping Metwork Statistics

Ping

Destination 192.165.10.50

(PP

=

oy iy i
o
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Fa

8 SR o |
o o o o
oAb b W
n in in in
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WOLD LD LD
(S NSNS
L3 L3 L3 N
O oo o
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[ SRR N
HHHH
inoin i in
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3.10.4 TRACE ROUTE
Traceroute is a diagnostics tool for displaying the route (path) and measuring transit delays of packets across an
Internet IP network. Log containing route information will be shown after few seconds. Enter the destination IP

Address then click traceroute to start the process.

Trace Route

Destination 192 168.10.100
(Traceroute |

It will start search the route and measuring the transit delays of the packet.

Trace route for 192.168.10.100

1 152.1e8.10.100 (152.168.10.100] 1.13& ms

i ]

Trace route for 192.168.10.100

1 152.1€B.10.100 (152.1€8.10.100) 1.13&6 ms * O0.77 ms
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3.10.5 NETWORK STATISTICS

This section shows about the packet data that transmitted or received regarding the Ethernet and Cellular activity.

The Cellular packets include Wi-Fi and 2G/3G/LTE transmission.

Event Logs ARP Table Ping Network Statistics

Network Statistics

Refresh Period |5 (0-65534) sec "Stop |
Received Transmitted

WLAN 11

Unicast Packets 0 0

Error Pacrets 0 10

Dropped Packels 0 0

Packet Count 0 10

Byte Count 0 D
Ethernet 1

Packet Count 2 2832

Byte Count 128 531395
Ethernet 2

Packet Count 221 1540

Byte Cour 526417 E22963
Cellular

Packet Count 0 0

Byte Count 0 i)

Click on Reload to refresh the table.

The description of the columns is as below:

TERMS DESCRIPTION

Poll Interval Default: 5

To set the Poll Interval time setting with range from 0 to 65534. (second)

Set To set new Interval time. Stop the old Poll Interval first before set the new interval.
Stop To stop Polling Interval, this action can be executed when user wants to change the poll
interval time.
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3.10.6 DYING GASP

A dying gasp is a message sent by the router to indicate that the router has lost power. It’s also known as “last gasp”.
The dying gasp is enabled in the router which supports dying gasp hardware and software feature. To see the dying
gasp, you MUST configure the target Syslog Server or SNMP Trap server. Then it has possibility of sending a last gasp
event to the specific server while power supply loss.

Below figures show the example of SNMP trap and syslog events.

7 SNMP Trap Ringer Consale - [m] X

| S| |- & & | OPause &

v A womaster
#1  T& 135754739 womaster SNM...  Natiication 1892, 0O P/ u:z:g: :Zz:g:z: Snit:‘in?égg; S
(5 Time stamp: O daps 00k 03m:145.00th
4 Message type: Notification [Trap)
Protocal version: SHMPv2e
Tiansport: IP/UDP
v _‘QL Agent
Address: 192168.10.5
Port: 46845
v 3 Manager
Address: 169.254.196.56
Port: 0
= Community: public
~ [ Bindings (3]
0 Binding #1: spellpTime. 0 == [TimeTicks) O days 00k 03rm: 142, 00th
0 Binding #2: snmpTrap0(D.0 == [OBJECT IDENTIFIER) womaster
’ Binding #3: ringChangedTrap ** (octet string) Dying Gasp. SN M P Tra p

No Time Maotification Wersion  Meszage Type Desti..  Desti.. Tia

*:'}{;‘v Ttpdéd by Ph. Jounin - O bt

Current Directory  [44192.168.0 E0NReleaseFimwaretwl v | Browse
Server interfaces 10,0111 Realtek L+ | Shaw Dir

Thp Server  Syslog server l Log viewer

text fram dat
<30 systern: Dping Gasp. 132168105 14,
£ >
Copy |
Aot Settings | Help |

syslog
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3.11 loT

Over the past decade or so, the word “cloud” has taken on a new meaning to many people. Rather than a visible
mass of condensed water vapor floating in the sky, the cloud has taken to the IoT industry in the form of data.
WoMaster Industrial Router is supported with private clouds, ThingsMaster and public clouds, AWS and Microsoft
Azure. Clouds offer great promise in improving the agility and flexibility of IT to respond to the requirements of the
business cost effectively. The security challenges raised by the loss of control and visibility in the journey to the cloud

can be addressed in terms of securing infrastructure, information, identities, and devices.

3.11.1 AWS loT
Amazon Web Services loT enables secure, bi-directional communication between Internet-connected things (such as
sensors, actuators, embedded devices, or smart appliances) and the AWS cloud over MQTT and HTTP. For more

information please visit: http://aws.amazon.com/iot/.

AWS loT
Enable s
AWS Root CA Load

AWS Certificate file Load

AWS Private Key file Load

Target Host a27orf4cdgyuy s iot us-west-2 smszonaws.com
Port 443

Client 1D WR322

My Thing Name WR322

The description of the columns is as below:

TERMS DESCRIPTION

Enable Enable the AWS IoT function

AWS Root CA Root CA is necessary. User can download it from the AWS.
AWS Certificate file Certificate is necessary. User can download it from the AWS.

AWS Private Key file Private key is necessary. User can download it from the AWS.

Target Host Enter the target host

Port Default: 433

Because AWS uses the HTTPS traffic, user need to add an inbound rule on port 443

Client ID Enter the device client ID

My Thing Name Enter the registered device name (Need to be the same)

Click Submit to apply the configuration.
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http://aws.amazon.com/iot/

HOW TO CONNECT THE DEVICE TO AWS
® Create and login to AWS account.

® Select AWS IoT Services — click Thing.

® Add your device shadow.
+ R
5]
ﬁI& AWS loT Things Card ~ Search things E Q
© ®
|
®
+ Meonitor
SCB1200-1 oo SCB1000-0002 (X ]
Onboard NO TYPE NO TYPE
. (]
SCB1000 L X
NO TYPE
Groups
Jobs
CREATE A THING
Greengrass . . .
Add your device to the thing registry
Secure
Act
Test
Software This step creates an entry in the thing registry and a thing shadow for your device.
Settings Name

o @ Feedback (@ English (US)

5CB1000-0002|

% 1AM Management Console |GG

) Create and download the key or certificate.

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

This will generate a certificate, public key, and private key using AWS loT's certificate
authority.

- c
Create with CSR Certificate created!

Upload your own certificate signing request (CSR) based o

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

Use my certificate

Register your CA certificate and use your own certificates! 1 oo 1o connect a device, you need to download the following:

A certificate for thi
th,:g"(" ors 0Oeaadg3a95.cert.pem

A public key 0eaadg3995.publickey Download

A private key 0esads3895 private key m

Certificate, private key, root CA is necessary. Public key is used by AWS server to authenticate with private key.

The public key and private cannot be downloaded back after the user closes the page. Policy can be added

later.
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Get the Target host to connect with the device.
Go to Manage -> Things -> click the device name -> Click Interact.

Copy the HTTPS link to update user’s Thing Shadow using this Rest APl Endpoint.

o

SCB1000-0002

NO TYPE i
Actions ~

Details This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest APl Endpoint. Learn more

Interact
a279rfacdqyuy8.iot.us-west-2.amazonaws.com

Activity

[

Connect the device to AWS.

Copy the link and paste on the Target Host field at the AWS loT page.

AWS loT
Enable o
Target Host A279rf4cdgyuyd iot us-west-2 amazoraly
Port 443
Client ID SCB1000-0002
My Thing Name SCB1000-0002
AWS Root CA Load

AWS Certificate file Load

AWS Private Key file  Load
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3.11.2 AZURE loT

Azure loT Hub is a fully managed service that enables reliable and secure bi-directional communications between
millions of Internet of Things (loT) devices and a solution back end. One of the biggest challenges that loT projects
face is how to reliably and securely connect devices to the solution back end. To address this challenge, loT Hub:

) Offers reliable device-to-cloud and cloud-to-device hyper-scale messaging.

(] Enables secure communications using per-device security credentials and access control.

) Includes the most popular communication protocols.
Azure loT
Enable s
Root CA Load
loT Hub wom-hub azure-devices net
Port 8353
Client ID WR322
SAS Token SharsdAccessSignature sr=wom-hub ¢

The description of the columns is as below:

TERMS DESCRIPTION

Enable Enable Azure loT function

Root CA Download and enter the root CA.

loT Hub Enter the loT hub server, this information can be found at the azure platform
Port Default: 8883

Display the port number. Because Azure loT uses the MQTT protocol, so user

needs to enter 8883 port number that belongs to MQTT protocol.

Client ID Enter the client ID
SAS Token Enter the SAS Token that needs to be generated by software. (Azure Device
Explorer)

Click Submit to apply the configuration.

HOW TO CONNECT THE DEVICE TO MICROSOFT AZURE
CREATE 10T HUB

To register the device in Azure Portal, user has to follow the guide “Get started with Azure IoT Hub for Java”:

https://azure.microsoft.com/en-us/documentation/articles/iot-hub-java-java-getstarted/.
The guide explains how to create an loT Hub and a device entity. It is important to annotate the connection string
generated after creating the device entity. User will need this parameter later for the device configuration (WoM loT

Configuration).
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CONFIGURE THE DEVICE AS A MQTT CLIENT

In the Microsoft Azure Portal, go to loT Hub menu and select:

Devices > myCreatedDevice > Shared access policies > iothubowner > Connection string - primary key.

User has to annotate the value of this field.

1. Get the connection string. Click the loT Hub -> Shared access policies.

it Azure

Create a resource

All services

Dashboard

All resources

Resource groups

App Services

SQL databases

Function Apps

Azure Cosmos DB

Virtual machines

Load balancers

Storage accounts

Virtual networks

Azure Active Directory

Monitor

* Advisor

Security Center

X Overview

B Activity log

28 Access control (IAM)
@ Tags

Events

SETTINGS
Shared access policies @

2 Pricing and scale

B} Operations monitoring

3 IPFilter

A Certificates

= Properties

& locks

Automation script
EXPLORERS
B Query explorer

@ 10T devices

®> 006 R

e stoneliu1025@gmail...
and docs X ey

g

X

@ Delete

Hostname
wom-iothub.azure-devices.net

Resource group (zhangs)

wom
Status Pricing and scale tier
Active F1-Free

Location Number of loT Hub units
East Asia 1

Subscription (change)

=ENBE

Subscription ID
751361eb-2848-4427-9873-39a0cb473faa

-‘3 % Need a way to provision millions of
K.) devices?

IoT Hub Device Provisioning Service enables zero-
touch, just-in-time provisioning to the right loT hub
without requiring human intervention.

Want to learn more about loT Hub?

Check out loT Hub documentation. Learn how to use
IoT Hub to connect, monitor, and control billions of
Internet of Things assets.

Q We'd love your feedback!

Your valuable feedback will help us to better

2. Click registryReadWrite -> copy the Connection string---Primary Key.

Al services

Dashboard

All resources

Resource groups

App Services

SQL data

Function Apps

Azure Cosmos DB

Virtual machines

Virtual networks
Azure Active Directory

Monitor

Advisor

Security Center

% Overview

Hswe X Discard

) Regeneaate keys

QD) 71 s pemivions o gran s 0 e b e, amisions it h s o n T s e
B Actvitylog
Permissions
e ontrol (1AM} R
P V| Registry wite @
Poucy FRMISSIONS
Events V] Service connect ®
iothubowner registry write, service o
- 7] Device °
STTTNGS service service connect
Shared access policies o i ——
registryRead registry read Shared access keys
R S T T B

POLORERS
B Query explorer

@ loT devices

°
F435NIP30/U0JtwItAnd - ArolinyFfoFacOiGrl Tw
ection string—g °
bazure:

108



3. Download and install the Azure Device Explorer to generate the SAS Token. Go to this link to download the

software: https://github.com/Azure/azure-iot-sdk-csharp/releases/download/2018-3-13/SetupDeviceExplorer.msi

Assets

[ SetupDeviceExplorer.msi

[} Source code (zip)

[f] Source code (tar.gz)

4. Paste the Connection String --- Primary Key to the lIoT Hub Connection String box. Then type the Protocol Gateway

HostName and click Update. In the end, generate the SAS Token.

85! Device Explorer Twin

Configuration Management Data Messages To Device Call Method on Device

Connection Information

loT Hub Connection String:

HostName=wom-iothub.azure-
devices.netSharedAccessKeyName=registryReadWrite:SharedAccessKey=6BUdLD7IxkJtj1Ypo707!
xWkDkuXG/iwx7e OVFYf3Fg=

Protocol Gateway HostName:

wom-iothub

Update

Shared Access Signature
Key Name (egistryReadWrite
Key Value |6BUdLD7Ixk.Jij1Ypo707xWkDkuXG/iwx7eOVFYf3Fg=
Target |wom-iothub.azure-devices.net
TTL (Days) 365 & Generate SAS

SharedAccessSignature sr=wom-iothub.azure-devices.net&sig=iAecQ9hk9vXQhlOpcbCYvLX5mC %)|

BAPqz%2BngJDOuafPag%3D&se=15616052968 skn=regis!
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5. Configure the MQTT Client from the Web GUI. Enter the value based on the loT Hub setting. And the device is

connected to the cloud.

Azure loT

Enable

10T Hub
Port
Client ID
SAS Token
Root CA

(4
wom-iothub.azure-devices.net
8883

scb1200

éﬁaredAi:cessS@naﬁire sr=wom-iothhb}

Please find the Root CA through this link: https://github.com/Azure/azure-iot-sdk-c/blob/master/certs/certs.c

3.11.3 PRIVATE loT

WoMaster provides its private cloud service, ThingsMaster that could support the Industrial Plants Network. Under

the cloud architecture, software, hardware, applications, and storage can all be provided as services. The cloud

network service has the advantages of easy expansion, rapid adjustment, and minimal management, and can

dynamically meet increasing demands. Users can access the data which stored on the cloud anywhere, anytime,

and seamlessly share to any authorized users.

Home > loT > Private loT

AWS loT Azure loT Private loT CoAP Modbus Device ~ RMS/OTA

Private loT

Enable

Connection Status
loT Server

Port

Username
Password

Client ID

MQTT Publish Topic
MQTT Publish Interval
Update on change
CA Certificate
Debug Mode

Debug Log

O

Disconnected

192.168.10.100

8883

seconds

Di

EEREE FEETAEx

DI

Download

m Cancel

Reload

The description of the columns is as below:
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TERMS

DESCRIPTION

Enable

Enable the WoM loT function

Connection Status

The connection status between the router and IoT server.

loT Server Enter the specific IoT Server.

Port Specify the specific port of the loT server.
User Name Enter the user name.

Password Enter the password of the user name.
Client ID Enter the client ID that has been registered.

MQTT Publish Topic

Specify the MQTT Topic

MQTT Publish Interval

The interval time to update the data.

Update on change

Default: Uncheck
Check the box to keep update the data. The router will check whether the system
and Modbus info from serial port is updated or not, if the value is changed, the

router will pubish the data to loT Server.

CA Certificate The function from this certificate file is to create an encrypted MQTT
communication. User can apply the CA file from the cloud server. For example, you
can get this file together when download the ThingsMaster server file.

Note. This field only supports in ThingsMaster v1.1

Debug Mode Enable/Disable the debug mode. Default is Uncheck.

Debug Log You can download the log for debugging.

Click Submit to apply the configuration.
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HOW TO ESTABLISH AND CONNECT TO THE THINGSMASTER CLOUD SERVER
1. Download and install VMware Workstation Player.

Please click the link below.

https://my.vmware.com/en/web/vmware/freettdesktop end user computing/vmware workstation player/14 0

2. Download the server file from the link that sent by the Sales.
3. Open a Virtual Machine from disk and import.
Note: Ignore the warning message, check “Do not show this message again” then click Retry.
4. Configure network adapter of ThingsMaster VM to make sure that the laptop or the computer can ping the
Virtual Machine.
() Go to Player -> Managed -> Virtual Machine Settings
() Choose the Network Adapter
() Set the Network Connection to Bridged
() Click Configure Adapters
() Select the Network Card that user used, user may choose either Wireless or Ethernet connection.

Note: User should only enable the NIC which under the same network with the device.

Virtual Machine Settings | 520
Hardware | Options
Device status

Device Summary
W [emory 1GB Connected
[ Processars 1 Connect at power on
i Hard Disk (SCST) 10Ge

& - DA Network connection
Teinetwork Adapter Bridged (Automatic) I ® Bridged: Connected directly to the physical network |

USE Controller Present [T Replicate physical network connection state
Hpisplay Auto detect
Configure Adapters
Automatic Bridging Settings @1 () NAT: Used to share the host's IP address

() Host-only: A private network shared with the host
Select the host network adapter(s) you want to ) Custom: Specific virtual network

automatically bridge: -

VMneto (Auto-bridging)
[ Microsoft Virtual WiFi Miniport Adapter £2
I [ Microsoft Virtual WiFi Miniport Adapter

[ Intel(R) Dual Band Wireless-AC 8260
Intel(R) Ethernet Connection 12194

[] virtualBox Host-Only Ethernet Adapter
[ Npeap Loopback Adapter

) LAN segment;

[ ok [ cancel |[ nep |

[ OK ][ Cancel ][ Help ]

5. Start the Virtual Machine, wait till the starting process is done then the ThingsMaster is established.
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s 07 Wil SERmm——— ol
Player v LA S | «

System information as of Fri Aug 17 01:26:35 CST 2018

System load: 0.62 Memory usage: 9  Processes: 19
Usage of »: 54.9% of 8.736B  Suap usage: 0% Users logged in: O

Graph this data and manage this system at:
https:,/landscape.canonical .cons

179 packages can be updated.
126 updates are security updates.

user@ubuntu:”$ ULC media player 2.Z.8 Weatherwax (revision 2.Z.7-14-g3ccldBchbad)
[00000000014c?3481 core interface error:

[00000000014261181 core libvlc error:

[00000000014c73481 dunmy interface: using the dummy interface module...
[00007f46fcO009bB1 core input error:

[00007f46fc0009bB] core input error:
[00007f 46f c0009bB1 core input error:

[00007f46fc0009bB] core input error:
[00007f46fc0009b81 core input error:

[00007f 46fc0009b81 core input error:
[00007f46fc0009bB1 core input error:

[00007f 46fcO0009b81 core input error:
user@ubuntu:§ [00067f46fc0009b8] core input error:

[00007f46fc0009bB] core input error:
[00007f46fc0009b81 core input error:

[00007f 46fc0009b81 core input error:

usereubuntui“§ _

6. Open a web browser to Login to Webmin by SSL in order to change some VM configurations.

Default: https://192.168.10.101:10000

User Name/Password: user/user

&S Webmin

You must enter a username and
password to login to the server on
192.168.10.101

Remember me

7. Configure the IP address and Gateway (optional). Select ‘eth0’ to change IP address and add default gateway if
needed.

8. Configure Date & Time of the ThingsMaster Virtual Machine.

Please adjust the time and change time zone of the VM first. User can configure it from the Webmin interface. Go to

Hardware -> System Time -> Set Time -> Change Time Zone

System Time

# System This form allows you to set the system’s default time zone, which 1s used 1o convert the system time to a human-readable format and
offse

U Networking

& Hardware Time Zone

® System Time Change timezone to Asia/Taipei v

2 o5 & usor

9. Adjust the time setting by using NTP
ThingsMaster server has already enabled NTP service; user can synchronize the system time of the device by using

NTP.
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® Enable the NTP Client from the Web GUI -> choose the Manual IP -> enter the server IP Address

(192.168.10.101)

Date and Time

Current Time Yri2018  |Monjs  |Day[s  |Hr[tt  |mn[29  |sec[3t

Time Zone | (GMT+08:00)Taipei v
NTP #! Enable NTP client update
NTP server |time.google.com - Google Public NTP v |

® Manual IP |EEZREEIEDE]
s

10. Enable WoM IoT service and get connected to the ThingsMaster.

Systam AWS loT Azure loT WoM loT Modbus Device
Ethernet Port
PoE
QoS WoM loT
Multicast [}
Redundancy =

L Enable !
Serial
GPS loT Server [192.168 10.101
Security =
Warning Client ID |sch1200abc
Diagnostics : P =
10T »» E\TAOG:)LT Publish mattidemo2
Backup/Restore

Firmware Upgrade
Reset to Default

=
3.11.4 CoAP

This page allows the user to configure the CoAP (Constrained Application Protocol) server settings.
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Home = loT = COAP

AWS loT Azure loT Private loT Modbus Device

COAP
Enable i
Last Status oK
COAP URI COap:H192.158.D.19
Method POST v
Edit coap in node
Publish Interval |1 seconds
Hode-RED COAP Server m
Debug Mode ’
Debug Log TDownicad" 1 Properties o

(“Sabmic il “Cancer” | Reload | Wserver | testcoap 1K

= Method POST v
R url lapilcoapitelemetry
¥ Name
The description of the columns is as below:

TERMS DESCRIPTION

Enable Check the box to enable the function.

Last Status Shows the results of last update to CoAP server

COAP URI Specify the URI (Uniform Resource Locator) address of CoAP server. The figure above

show example configuration in WebGUI & NodeRed.

Method Support “POST” method. Other methods can be supported by request.

Publish Interval Default: 10 (Seconds)

Specify the interval (in seconds) between each upload

Debug Mode Check to enable debug mode for CoAP connection.

Debug Log Download log for problem analysis between device and CoAP server

The following shows example of CoAP payload. Contact WoMaster salesperson for customized payload.

CoAP payload:

{ "modelname": "WR222-WLAN+LTE", "devicename": ‘'router", ‘"version": "1.1.1", "mac address":
"94:66:€7:00:24:be", "serial number": "N/A", "IPADD": "192.168.10.22", "status": "normal" , "latitude": "25.034",
"longitude": "121.5641" , "act": 2, "rssi": -75, "rscp": -79, "ecio": -12 , "di1":"0" , "lte_rx": 0.00, "lte_tx":
0.00, "lte_bytes":0, "C0O2":1, "Temperature":2}

CoAP content-format: application/json
Key-value format:
Key is always a string, while value can be either string, Boolean, double or long.

{"stringKey":"String1", "booleanKey":true, "doubleKey":10.0, "longKey":20}
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3.11.4 Modbus Device
This page allows the user to configure the Modbus connection, so that the device will be connected to the device.

Any kind of sensor should have their own information please check their information.

MODBUS Logging

Modbus Logging ¥ Enable

Name IE}{: 02, Termperdi

Slave ID Ex1

Address Ex

Funection 03 Read Holding Registers ¥
Data Type uint32 v

Modbus RTU Slave Tag List

Select Name 2 Address  runction  Data Edit
ID Code  Type
coz 1 562 03 uint32 ﬁ
Termperature 1 564 03 uint3z ﬁ
Hurnidity 1 566 03 uintaz ﬁ

Delete Selected Delete All w

The description of the columns is as below:

TERMS DESCRIPTION

Modbus Logging Check the box to enable the function.

Name Enter the Modbus name

Slave ID Enter the Slave ID that belongs to the device

Address Enter the address that belongs to the device.

Function )

Function 03 Read Holding Reqisters ¥

01 Read Coil Status
02 Read Input Status
02 Read Helding Reqisters
04 Read Input Registars

Data Type Default: Uint32

Select the Data Type
Alive The Alive status of the target Protocol/PLC address of the connected sensor.
Value The Value of the target Protocol/PLC address the router read from the sensor.

3.11.5 RMS/OTA

This page allows the user to configure the RMS (Remote Management System) server. The page is used only for
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WoMaster ThingsMaster

Home = loT = RMS

AWS loT Azure loT Private loT COAP Modbus Device RMS

Remote Management System

Enable Ld

Status 0K

Protocol ® COAP MQTT

RMS Server 192 168.0.21

COAP Port 5633

ACCESS TOKEN COAP_WR222

Publish Interval 10 seconds

CA Certificate Choose File | Mo file chosen TTmport |
Debug Mode

Debug Log

The description of the columns is as below:

TERMS DESCRIPTION

Enable Check the box to enable the RMS function.

Status Show the connection status between device and RMS server

Protocol Select protocol for uploaded payload. CoAP and MQTT are supported. Contact WoMaster

salesperson for other protocols.

RMS Server Enter the RMS Server IP Address
CoAP Port Specify connection port of selected upload protocol.
ACCESS TOKEN Generate the token from ThingsMaster RMS; this access token is used to access the device

by ThingsMaster Cloud.

Publish Interval Default: 10 (Seconds)

Specify the interval (in seconds) between each upload.

CA Certificate The function from this certificate file is to create an encrypted MQTT communication.
User will get this file when download the ThingsMaster server file.

Note. This field only supports in ThingsMaster OTA v1.0.0 and later version.

Debug Mode Check to enable debug mode for CoAP connection.

Debug Log Download log for problem analysis between device and CoAP server

Click Submit to apply the configuration. After succeeding with the registration then the device will appear on the

ThingsMaster RMS dashboard.
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HOW TO ESTABLISH AND CONNECT TO THE THINGSMASTER RMS SERVER
1. Contact our Sales to get the access to the ThingsMaster RMS Account.

2. Login to ThingsMaster RMS, using RMS Account.

Login: <User RMS Account>

Password: <User RMS Password>

» ThingsMaster

3. Go to Home -> Device Management to register the device.

% ThingsMaster # Home Y

A HOME

¢3 RULE CHAINS Rules management Customer management

¢+ 22

RULE CHAINS CUSTOMERS

&2 CUSTOMERS
f ASSETS
o0 DEVICES

== WIDGETS LIBRARY

-
g DASHBOARDS

@) AuDIT LOGS

Asset management Device management

e I

ASSETS DEVICES

4. Add new device information, by clicking the “+” at the corner of the page.
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0 Router2 U] Router3

DEFAULT DEFAULT
SCE1200 demo room

Assigned to customer Customer A

U Router4
DEFAULT

< A 9 3

After click “+” menu then a page will pop up. Enter the device information.

Name: Please start the name with Router + Number.
Device type: default
Is gateway: check the box

Click Add

Add Device

Router5

default

' Is gateway
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5. After the device is registered, then click on the device folder go to Details -> Click on Copy Access Token. This

access token is code to link the device with the RMS Server.

ROUTERS

Device details

DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS A

MAKE DEVICE PUBLIC ASSIGN TO CUSTOMER MANAGE CREDENTIALS DELETE DEVICE

ﬂ COPY DEVICEID u COPY ACCESS TOKEN

-

6. Go to the Web GUI -> IoT -> RMS. Paste the Access Token code to the Web GUI. And complete the configuration.

Remote Management System

Enable L4

RMS Server 54.202.64.3

Port 4883

ACCESS TOKEN MCR1IwolyCJnX5z53081

GPS location * User Input By Hardware

Latitude 53.2734

Longitude -7.7733201

CA Certificate Load

| Stibmi " Jif “Cancel”|
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7. After the configuration is done then go back to ThingsMaster RMS Server. And then click on the newly added

Router -> Attributes-> Client Attributes to see if the data has been uploaded.

DETAILS ATTRIBUTES LATEST TELEMETRY ALARMS EVENTS RELATIONS EXTENSIONS AUDIT LOGS v
Entity attributes scope
Client attributes A
Client attributes Q
[] ‘estupdatetime Key Value
D 2018-08-29 19:30:44 devicename router
D 2018-08-29 19:30:44 latitude 53.2734
D 2018-08-29 19:30:44 longitude -7.77832031
D 2018-08-29 19:30:44 mac address 94:66:7:29:29:29
D 2018-08-29 19:30:44 madelname WA329P
D 2018-08-29 19:30:44 rssi -1
D 2018-08-29 19:30:44 version beta-08291739

w
a
4

8. If all of the data has been uploaded, user can create a dashboard to visualize the data. Go to Dashboards menu.
In this page, user can upload the JSON file that sent by the WoMaster Sales in the email. Click the “+” to import JSON

File or Create a new Dashboard.

Import dashboard

No file selected

IMPORT CANCEL
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9. After the JSON file is uploaded, the dashboard will show as below:

Entities Q o RSSI History o
~ M 55
Entity name '} Entity type RSSI Modelname Device Name Mac Address Version Active lastConn
-60
vbeta- a8
SCB1200 Device -59 SCB1200 router 94:66:07:9f:00:02 true 5:43:06 P!
09101653 70
BORMOD4GR- 60731 26 75
WR322 Device -109 WLAN-LTEE router 94:66:27:ff:31:12 v1.102 false 6:26:34 Ph 1915 1920 1925 1930 1935 1940
b avg
<@ J ? — sl -66.63
Page 1w Rowsperpage 10 w 1-30f3 K < > 3 — sl
— TSSl
Device Google Maps i Bus Route Map Y
‘Yangmingshan ¥ Main/Station Y Jinn Park
. National P o i el S ¢ o
Map  Satellite P Map  Satellite = . g Lo
2 s O * - '
N T quare -
kRN E RS e SC @ * S;-L_‘fqucyl Re: tgura_n[ = .
= Catholic Church :‘T"* Lyt
JerMain &
Sl 2
E 1 =
2%2 EiLER@ih
.\S‘EQEKUHQ Mitsukoshi. Cosmos ifole ~Executive Yuan % 1]
h Station Store ik 5 it §
e o Cosmod H Ik B + B
Gas Station
¥ = m:mmt@
K ) —_ k(A ! - -
[y g 2o T S Shandao Temple Ko —~—
GOOQIe‘. 57 MapaataB2018Google | Tems of Use  Repartamap emor G°°9le 3 National Taiwan Ll o Mapﬂm.a@mw(iﬂn;e £ T;qn;olupe Report amap emor
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3.12 BACKUP AND RESTORE

User can use WoMaster’s Backup and Restore configuration to save and load configuration through the router. There

are 2 modes for users to backup/restore the configuration file.

WEB USB

WEB Backup and Restore

Restore Settings From File Choose File | Mo file chosen

w Do d Backup

Web mode: In this mode, the router acts as the file server. Users can browse the target folder and then type the file

name to back-up the configuration. Browse the target folder and select existed configuration file to restore the
configuration back to the router. This mode is only provided by Web Ul while CLI is not supported. Also, this feature

provides the Download Backup button in order to download the backup configuration from the router.

WEB UsB

USB Backup and Restore

Load from USB  |[Example-router conf
Save to USB Example:router.conf

USB mode: this mode has two functions, Load Setting from File and Save Setting to USB. Load Setting from File, make

sure that the USB has been inserted and it has the .conf file which is the backup files. After inserting the USB, the
USB port will directly read the USB and then user needs to type the specific filename. Then click Restore. At the Save
Setting to USB part, all of the configuration settings would be saved to the USB, with .conf as the file type by clicking

the Backup button.
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3.13 FIRMWARE UPGRADE

WoMaster provides the latest firmware online at www.womaster.eu. The new firmware may include new features,

bug fixes or other software changes. WoMaster also provides the release notes for the update as well. For technical

viewpoint, WoMaster suggests user uses the latest firmware before installing the router to the customer site.

NOTE: Note that the system will be automatically rebooted after User finished upgrading the

new firmware. Please remind the attached network users before User performs this function.

There are 2 modes for users to backup/restore the configuration file, Web mode, and USB mode.

WEB USB

WEB Firmware Upgrade

Select File Chooss File | Mo file chosen

Web mode: The router acts as the file server. Users can browse the target folder and then type the file name to

back-up the configuration. Users also can browse the target folder and select the existed upgrade file. This mode is

only provided by Web Ul while CLI is not supported.

WEB UsSB

USB Firmware Upgrade

File name

USB mode: plugged the USB device with the firmware file, then type the specific filename of the new firmware file.

Then click Upgrade.
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3.14 RESET TO DEFAULTS

This function provides users with a quick way of restoring the WoMaster router’s configuration to factory defaults. By
check the Restore Factory default IP setting, it means the IP of the device will directly change to the default IP
(192.168.10.1).

HSave E:rLogout .L'_ Reboot
Reset Factory Default

Restore factory default IP setting

"Reset”

Pop-up message screen to show User that have done the command. Click on OK to close the screen and reboot the

device.

192.168.10.1 says:

Do you really want to reset the current settings to default?

Below is the interface for resetting the device with keep the IP Settings.

Device settings have been reset to factory defaults (keep IP settings).
Please wait for 73 seconds before attempting to access the device again...

3.15 SAVE

Save option allows user to save any configuration. Powering off the router without clicking on Save will cause loss of

new settings. After selecting Save, click on Yes to save new configuration.

r-:ﬂ Save E:- Logout 'LI.- Reboot

Save

Do you want to save configuration to flash?

e 10 Fias|
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3.16 LOGOUT

There are 2 logout methods. If user doesn’t input any command within 30 seconds, the web connection will be

logged out. The Logout command allows user to manually logout the web connection. Click on Yes to logout.

H Save E:n- Logout .L'_ Reboot
Logout

Do you want to logout?

Ves™

3.17 REBOOT

System Reboot allows user to reboot the device. Some of the feature changes require user to reboot the system.

Click on Reboot to reboot device.

NOTE: Remember to click on Save button to save configuration settings. Otherwise, the settings

user made will be gone when the router is powered off.

Reboot main screen, to do confirmation request. Click Yes, then the router will reboot immediately.

H Save E- Logout d‘ Reboot

Reboot

Do you want to rebcot?

TYes"
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3.18 WOMASTER MIB

WoMaster supports partial Public MIB and also provides Private MIBs for users to monitor the device’s status by SNMP. The
Private MIB can be found in or downloaded from WoMaster Web site (www.womaster.eu). Compile the private MIB file by
SNMP tool or using WoMaster NMS, NetMaster.

Below is the Public MIB for the WoMaster Router products:

®  Bridge-MIB (RFC1493)

®  Entity MIB (RFC4133)

®  MIB-II (RFC1213)

The table below is the Private MIBs and the supported model:

DP310/DS310
DP612/DS612
WOMASTER-SWITCH-MIB DS409
WOMASTER-POE-MIB DP412/DS412
MP310
MP614
SCB1000/SCB1200
® WOMASTER-ROUTER-MIB
WR312/WR322
®  WOMASTER-SERIAL-MIB (by Hardware)
WR316
[ WOMASTER-CELLULAR-MIB (by Hardware)
DS306
[ WOMASTER-GPS-MIB (by Hardware)
WR329
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4. REVISION HISTORY

Version Description Date Editor

Draft 1 1t draft version, modify from WR3x2GR UM, update the Hardware 2022/11/22 Orwell
description of the WR315GR-2C.

Draft 2 2" draft version, update SW functions and web GUI. 2022/11/23 Orwell
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APPENDIX

ENTITY MIB (RFC4133)

Object Group Name Object Identifier Access Value
entPhysicalTable 1.3.6.1.2.1.47.1.1.1
entPhysicallndex 13.612147.1.1.1.1.1 MNot-accessible
. - s - P— Industrial Secure Cellular Router, 2GbE+2CCM, 802.11ac/n
entFhysicallDescr 1361214711112 Read Only g7\ 1 75 £ RSTM, GPS, FDD B1/3/5/7/8/20, TDD B38/40/41
entPhysicalVendorType  |1.3.6.1.2.147.1.1.1.13 Read Only 1361414711411
entPhysicalContainedn  |1.3.6.1.2.147.1.1.1.14 Read Only 0
entPhysicalClass 13.6.1.2147.1.1.1.1.5 Read Only other(1)
entPhysicalParentRelPos  |1.3.6.1.2.147.1.1.1.1.6 Read Only 0
entPhysicalName 13.612147.1.1.1.17 Read Only router
entPhysicalHardwareRev |1.3.6.1.2.147.1.1.1.1.8 Read Only v1.0
entPhysicalFimmwareRev  |1.3.6.1.2.147.1.1.1.19 Read Only v1.23
entPhysicalSoftwareRev  |1.3.6.1.2.147.1.1.1.1.10  |Read Only v1.23
entPhysicalMfzName 13.612147.1.1.1.1.12 |Read Only Waolaster
entPhysicalModelName 13.612147.1.1.1.1.13 |Read Only WR3I2ZG-WLANLLTE-E
entPhysical lsFRU 13.6121471.1.1.1.16 |Read Only Falsz(2)
entPhysicalMigDate 13.6.1.2147.1.1.1.1.17 |Read Only
entLastChangeTime 13.6.12.147.14.1 Read Only
MIB-II (RFC1213)
Object Group Name Object Identifier |Access Value
System
- - P Industrial Secure Cellular Router, 2GbE+2COM, 802.11ac/n
sysDescr 13612111 Read OlY |\ AN, LTEE, GBS, 25IM, FDD B1/3/5/7/8/20, TDD B38/40/41
sysObjectTD 13612112 Read Only  |switch
sysUpTime 13612113 Read Only |5 minutes 22 seconds (32200)
sysContact 13612114 Read Only [0
svsName 13612115 Read Only  |[WR322GR-WLANALTE-E
sysLocation 136121185 Read Only  |Unknown
sysServices 13612117 Read Only 2
at 1361213
atTable 13612131
atlfindex 136.12.13.1.1.1 Read Only g
atPhysAddress 13.6.1.2.13.1.12 Read Only 00-99-99-99-99-99
atNetAddress 1361213113 |Read Only |192.168.10.2
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